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OnpepeneHusn
B HacTosilem JoKyMeHTe MCNOoMb3YTCA creayowme TeEpMUHbI U X onpeaeneHns.

ABTOMaTM3NpoBaHHaA cuCTeMa — cCUCTeMa, COCTodAwasi M3 nepcoHana wu
KOMMnekca cpefcTB aBToMaTM3aunm ero eaTenbHOCTY, peanuayowas MHOPMAaLMOHHYHO
TEXHOMOIMIO BbINOSIHEHNS YCTAHOBMNEHHbIX (PYHKLINIA.

AyTeHTUdMKauma oTnpaBuTensa QA[aHHbIX — MOATBEPXAEHME TOro, 4Tto OT-
npaBuTENb NOSTYYEHHbIX JAaHHbIX COOTBETCTBYET 3asiBIIEHHOMY.

Be3onacHOCTb NepcoHanbHbIX AaHHbIX — COCTOsIHME 3alMLEeHHOCTU nepco-
HanbHbIX JaHHbIX, XapakTepn3yemoe CrnoCOOHOCTbLIO Nofb3oBaTeNEN, TEXHUYECKUX CPEACTB
N MHMOPMALMOHHBLIX TexHonormn obecneuntb KOHPUAEHUMANbHOCTb, LENOCTHOCTb U
AOCTYMNHOCTb NEepPCOHanbHbIX AaHHbIX NPU ux obpaboTke B MHEOPMALMOHHBLIX CUCTEMAX
nepcoHarnbHbIX JaHHbIX.

BuomeTpuUyeckme nepcoHanbHble AaHHbIe — CBEAEHUS!, KOTOPbIE XapakTepuayT
dusnonornyeckne ocobeHHOCTN YernoBeka N Ha OCHOBE KOTOPbIX MOXHO YCTaHOBUTb €ro
NNYHOCTb, BKMNoYas doTorpacdmm, oTneyaTtkM nanbueB, obpa3 ceTyaTkM rnasa,
0COBOEHHOCTN CTPOEHUS Tena 1 Apyryro nogobHyo nHgpopmaumto.

BnokupoBaHMe nepcoHanbHbIX AaHHbIX — BPeEMEHHOe npekpaweHune cbopa,
cucTtemMaTtm3auum, HakonsfieHUs, WUCNOoSb30BaHWs, PacCnpOCTPaHEHUs, MEePCOHAarnbHbIX
AaHHbIX, B TOM YnCne nx nepegaym.

Bupyc (KOMNbHOTEPHbIN, NPOrPaMMHbIN) — UCNOSTHAEMbIN NPOrPaMMHbINA KOA NI
MHTEepnpeTUpyemMbIn Habop NHCTPYKLMNA, obnagatoLmnn CBOMCTBaMMU He-
CaHKUMOHMPOBAHHOIO  pacnpoCcTpaHeHnsas M camoBocnpou3BeneHnsi.  CosgaHHble
AybnukaTbl KOMNBIOTEPHOIO BUPYCa HE BCerga coBnagatoT C OPUrMHANIOM, HO COXPaHsT
CNOCOBHOCTL K AanbHeNLWeMy pacnpoCTPaHEHNIO N CAMOBOCTNPOU3BEAEHUIO.

BpenoHocHas nporpamMma — nporpammMa, npegHasHayeHHas s OCyLLEeCTBIIEHMS
HeCaHKLMOHMPOBAHHOIO AocTyna u (unu) BO3LEWCTBUS HA MEPCOHaNbHbIE OAHHbIE WU
pecypcbl MUHPOPMALMOHHOW CUCTEMbI MEPCOHANbHbLIX AAHHbIX.

BcnomoraTtenbHble TeXHUYECKUe cpeacTtBa U CUCTEMbl — TEXHUYECKME Cpen-
CTBa W CUCTEMbI, HE MpedHasHadyeHHble [nOns nepegadn, ob6paboTkMm M XpaHeHus
nepcoHarnbHbIX AaHHbIX, YCTaHaBMMBaAEeMble COBMECTHO C TEXHMYECKMMU CpeacTBaMU U
cuctemMamu, npegHasHadeHHbiMM aOnd  obpaboTkM nepcoHanbHbIX AaHHbIX WK B
NMOMELLIEHNSIX, B KOTOPbIX YCTAHOBIEHBI MHGOPMALMOHHBIE CUCTEMBI NEPCOHANbHbLIX AAHHbIX.

[doctyn B onepauMoHHyl cpeny KomnbroTepa (MHPOPMaLMOHHOW CUCTEMbI
nepcoHanbHbIX AaHHbIX) — MOMyYeHNe BO3MOXHOCTW 3arycka Ha BbIMNOSIHEHME LUTATHbIX
KOMaHg, yHKUMA, npouedyp OrnepauMoHHOM  CUCTEMbl  (YHUMTOXEHMS,  KOMUPOBaHMS,

nepemeLLEeHUs 1 T.N.), UCTMIOSNHSEMbIX halinioB NpPUKIaaHbIX MporpamMm.



Doctyn K wuHdopmauum — BO3MOXHOCTb MOMyYeHUss WMHOpMaUMM U ee UC-
Nnofb30BaHUS.

3aknago4yHoe YCTPOMUCTBO — 3fIEMEHT CpeacTBa Cbema WHGOpPMaUuK, CKPbITHO
BHeJpsieMbIn (3aKnagbiBaeMbiv Ui BHOCUMBIN) B MeCTa BO3MOXHOIO CbemMa MHpopmaLmm (B TOM
yucre B OrpaxaeHue, KOHCTPyKuuio, obopydoBaHue, npeameTbl MHTepbepa, TPaHCMOPTHbIE
CpeacTBa, a Takke B TEXHUYECKMe cpeacTBa u cuctemol 06paboTkm nHopmaumm).

3awmwaemaa uHdopmauma — UHGopMaums, gBnaloWascs npegMeTom  cob-
CTBEHHOCTU W Mnoriexallas 3almre B COOTBETCTBUM C TpeboBaHMSMU NPaBOBbIX JOKYMEHTOB
unm TpeboBaHNSAMK, yCTaHaBMBaEMbIMN COBCTBEHHMKOM MH(popMaL K.

NpeHTndmkauma — npmucsoeHne cybbektam u obbektam JOoCTyna naeHTtudmkaTopa u
(unn)  cpaBHeHVE nNpegbsBrSEeMOro  UaeHTUdMKaTopa C  MNepeYyHeM  NMPUCBOEHHbIX
NaeHTUOUKaATOPOB.

MHcpopMaTUBHLIN  CUrHam — 9reKTpUYEeCKMe CcurHasnbl, aKyCTU4Yeckue, arek-
TPOMarHUTHble U Apyme usmyeckme nossd, no napamMeTpam KOTOPbIX MOXET ObITb packpbiTa
KOH(buaeHumanbHaa  nHdopMaumst  (NnepcoHanbHble  AaHHble)  obpabatbiBaemasi B
NH(OPMaLIMOHHOW CUCTEME NEPCOHArbHbLIX AaHHbIX.

MUHdopmaumoHHan cucrtema nepcoHasnbHbIX OaHHbIX (mcnan) —
WHGOPMaUMOHHas cuctema, npeacTtaBnswowas cobor COBOKYNHOCTb MEPCOHAasbHbIX
AaHHbIX, cogepXawmxcss B 0ase AaHHblX, a Takke WMH(OPMAaUMOHHBLIX TEXHOMOMMN u
TEXHUYECKMX CPEACTB, MO3BOSIAKOLMX OCYLLEeCTBNATbL 00paboTKy TakMx NepCoHarbHbIX
AaHHbIX C MCMNONb30BaHWMEM CpPeaCTB aBToOMaTM3aumm wunum 6e3 Ucnonb3oBaHWsS TakKuX
cpencTs.

MHcopMaLMOHHbIE TEXHONOrMM — MpoLEecchl, MeToabl noucka, cbopa, XpaHeHwus,
06paboTkM, MpenoCTaBreHns, PacnpoCTpPaHeHUs UHGOPMaUMM U cnocobbl OCYLLLECTBIIEHUS
TakMx NpoLeccoB U METOO0B.

Mcnonb3oBaHMe nepcoHanbHbIX JAaHHbIX — OencTBus  (onepaumm) C
nepcoHarnbHbIMK JaHHLIMWU, COBEPLLUAEMbIE OMNEPATOPOM B LIENAX NPUHATUS PELLEHUA UM
COBEpPLLEHNS MHbIX OEWCTBUIA, MOPOXAAMLWNX lopuanNYecKne nocrnencTtemsi B OTHOLLEHUU
cybGbeKkTa nepcoHarnbHbIX AaHHbIX UKW APYrMx nuy NMbo MHbiM 0Bpa3oM 3aTparmsaroLmx
npasa u cBoboabl cybbekTa nepcoHanbHbIX AaHHbIX UK OPYTUX nny,.

UcTouyHnKk yrposbl 6Ge3onacHoctn uHdoOpMaumm — cybbekT [octyna, Mmate-
pyarnbHbIN 0OBEKT MM (PU3NYECKOE SIBNEHME, SBMSAIOLLMECH MPUYNHON BO3HUKHOBEHWUS YrpoO3bl
6esonacHocTM MHopMaL K.

KoHTponupyemas 30Ha — nMpOCTPaHCTBO (TEPPUTOPUS, 34aHWE, 4YacTb 34aHus,
NMOMELLIEHNE), B KOTOPOM UCKITKOHYEHO HEKOHTPONMPYEMOE NpebbiBaHME MOCTOPOHHMX NNL, a Takke

TPAHCMNOPTHbIX, TEXHUYECKNX U NHbIX MaTtepualibHbIX CPEOCTB.

3



KoHcmaeHumManbHOCTb NepcoHanbHbIX AaHHbIX — obs3atenbHoe And cobnto-
OEHVS1 OnepaTtopoM WM UHbIM  MOMYYMBLUMM  OOCTYN K NEpCOHasnbHbIM - OaHHBIM - JIALIOM
TpeboBaHme He JornyckaTb UX pacnpocTpaHeHre 6e3 cornacusa cybbekTa NepcoHasbHbIX 4aHHbIX
WM HaNM4Ynsi UHOTO 3aKOHHOTO OCHOBAHWUS.

MexceTeBOoN 3KpaH — JokarlbHOe (OOQHOKOMMOHEHTHOE) WM PYHKUMOHASIbHO-
pacnpegeneHHoe nporpaMMHoe (MporpamMmmHo-annapaTHoe) CPeacTBO (KOMMIIEKC), peanuayoLuee
KOHTPOrb 3a WH(bopMaumen, nocTyrnawwen B WHEOPMAaLUMOHHYID CUCTEMY MepCOHarbHbIX
AaHHbIX 1 (MNKW) BbIXOASLEN N3 MHPOPMALUMOHHON CUCTEMBI.

Hapywutenbs 6e30nmacHOCTU NepCOHalNbHbIX AaHHbIX — QU3NYeckoe NnLo,
Cry4YaHO WM npegHaMepPeHHO COoBepLUatoLLee AeWCTBUS, CreaCTBMEM KOTOPbIX SIBNSETCA
HapyLLeHne 6e30MacHOCTM NePCOHasbHbIX AaHHbIX NPY UX 0BpaboTke TEXHNYECKUMU CPEACTBaMM
B MHCPOPMALMOHHbIX CUCTEMaX NePCOHanbHbIX AAHHbIX.

HeaBTOMaTM3npoBaHHass oO6pabGoTka nepcoHanbHbIX AaHHbIX — 06paboTka
nepcoHanbHbIX AaHHbIX, COAEpXalMXcs B UHAOPMALWOHHOMW CUCTEME MNEePCOHarbHbIX
AaHHbIX MO0 U3BMEYEHHbIX W3 TaKOW CUCTEMbI, CYMTaAEeTCA OcyllecTBneHHon 6e3
NCMonb30BaHNA CpeacTB  aBToMatTmM3auun  (HeaBTOMATU3UMPOBAHHOW), €Cnv  Takue
OENCTBUA  C  NepcoHanbHbIMW  [aHHbIMK,  KaK  WUCMNONb30OBaHMEe,  YTOYHEHUe,
pacnpocTpaHeHue, YHUYTOXEHUE MNepcoHarnbHbIX AaHHbIX B OTHOLUEHUU KaXOoro u3
CyOBLEKTOB MepcoHanbHbIX AAHHbIX, OCYLIECTBAATCA NPU HEnocpeACTBEHHOM Yy4yacTum
YyenoBeka.

HepeknapupoBaHHble BO3MOXHOCTU — (DYHKUMOHAmNbHbIE BO3MOXHOCTU CPeaCcTB
BbIYMCIIUTENBHON TEXHWKW, HE OMUCaHHble WM He COOTBETCTBYHOLLUME OMUCAHHLIM B
OOKyYMEHTauMK, Mnpy UCMoNb30BaHMN KOTOPbIX BO3MOXHO HapyLleHue KOH(uAeHUMansHOCTY,
OOCTYMHOCTW UK LIeNToCTHOCTY obpabaTbiBaeMon MHopMaLnn.

HecaHKUMOHUPOBaHHbLIM AOCTYN (HECaHKUMOHMPOBaAHHbIE [ENUCTBUS) — OOCTYN
K MHCpopMaLum nnv encTena ¢ MHopMaLmen, HapyLuatoLpme npasuna pasrpaHuyeHnsa 4octyna
C MCMONb30BaHMEM LUTATHbIX CPeACTB, MPeaoCTaBnseMbIX MH(POPMAUNOHHBIMU CUCTEMaMK
nepcoHarbHbIX JAaHHbIX.

Hocutenb nHdopmaumm — pmanyeckoe nmuo nnm MatepuarnbHbiin 0OBLEKT, B TOM YnCne
dmandeckoe nose, B KOTOPOM MH(popMauMsa HaxoguT CBOE OTpaKeHve B BuOE CUMBOIIOB,
06pa3oB, CUrHaNoOB, TEXHUYECKUX PELUEHVW M MPOLECCOB, KONMYECTBEHHbIX XapaKTepUCTUK
M3NYECKUX BESTUYNH.

O6e3nnumMBaHue nepcoHanbHbIX OAaHHbIX — OEWCTBUSA, B pe3ynbTaTe KOTOPbIX
HEBO3MOXHO oOrpegenutb MNPUHAONEXHOCTb MepCcoHanbHbIX [aHHbIX KOHKPETHOMY

cyObekTy nepcoHarnbHbIX JaHHbIX.



ObpaboTka nepcoHanbHbIX AaHHbIX — OEWCTBUA (Onepaumn) ¢ nepcoHasnbHbIMU
AaHHbIMKM, BKItoYas cbop, cuctemaTn3aumio, HakomnneHme, XpaHeHme, yTouHeHe (obHoBMneHme,
N3MEHEHME), UCMOSNb30BaHMe, pacnpocTpaHeHue (B TOM 4ucrne nepegadvy), obesnuyumsaHuve,
GrOKMPOBaHNE, YHNUTOXEHME NEPCOHANbHbLIX AAHHbIX.

O6wenocTynHble NepcoHalnbHble AaHHble — MNepcoHarnbHble AaHHble, OOCTYnN
HEOrpaHMYeHHOro Kpyra Ny, K KOTOpbIM MpedocTaBfneH C cornacus  cybbekTa
nepcoHarbHbIX AaHHbIX UM Ha KOTOPblE B COOTBETCTBUMN C beaeparnbHbIMU 3aKOHAMK He
pacnpocTpaHsieTca TpeboBaHme cobniogeHns KOHPUAEHLMANbHOCTMW.

OnepaTtop (nepcoHanbHbIX AAaHHbIX) — FOCYAAPCTBEHHLIN OpraH, MyHULMNAMNbHbIN
opraH, topuandeckoe unn usnyeckoe nuuo, opraHuayowee u (Mnm) ocywecTBnsaloLee
06paboTKy nepcoHarbHbIX JaHHbIX, @ Takke onpedensowme Lenn n cogepxaHme obpaboTku
nepcoHarnbHbIX JaHHbIX.

TexHunyeckne cpepctBa MHGPOPMAUMOHHOW CUCTEMbl MEpPCOHaNbHbIX
AaHHbIX — CPEACTBA BbIYUCIIUTENBHON TEXHWKM, MHDOPMALIMOHHO-BBIYMCIIUTENbHBIE KOMIMIEKChI
N ceTn, Cpeactea U cucTeMbl nepegayn, npyvema m obpabotkm MNMOH (cpeactBa u cucTeMbl
3BYKO3aMNMCK, 3BYKOYCUIEHMS!, 3BYKOBOCMPOM3BEAEHUSl, MEPEroBOPHbIE W  TErEBU3NOHHbIE
YCTPOWNCTBA, CpeacTBa W3rOTOBMIEHWS, TUPaXMPOBaHWUA [OOKYMEHTOB W Apyrne TexHUYeckue
cpeactBa 00paboOTKM peveBon, rpadmyeckon, BMOEO- N BykBEHHO-LUmMGPOBOM MHGOpMaLmK),
nporpaMmHble CpeacTBa (OnepaunoHHble CUCTEMbl, CUCTEMbI YynpaBrieHnss 6asamu daHHbIX U
T.N.), cpeacTea 3amTbl MHpopMaLIMK, MPUMEHSAEMbIE B MH(POPMALIMOHHBIX CUCTEMAX.

MepexBat (MH(popMaUMKM) — HenpaBOMEPHOE MOfyyYeHne uHdopmaumm C UC-
Nnonb30BaHMEM TEXHUYECKOrOo CpeAcTBa, OCYLIECTBNAWLWEro obHapyxXeHue, npuem wu
06paboTKy MHOPMATUBHbBIX CUTHASOB.

MNMepcoHanbHble faHHble — Nobas HpopMaums, OTHOCALLAACS K onpeaenieHHOMY
unu onpegensgemMomy Ha OCHOBaHWWM Takon MHdopmMaumn dusmyeckomy nuuy (CybbekTy
nepcoHarsibHbIX AaHHbIX), B TOM Yucne ero hamunus, uMsi, oT4eCTBO, rof, Mecsl, aata u
MECTO pOXOeHWs, agpec, ceMerHoe, couuanbHoe, WMYLLECTBEHHOE MOMOXeHNne,
obpasoBaHue, npodeccus, 4oxoabl, Apyras MHopmMauus.

MoGouHble 3MEeKTPOMarHUTHbIe MU3NTyYeHUS! U HaABOAKU — 3NEeKTPOMarHUTHbIE
N3NyYeHNs TEXHUYECKMX CpeacTB 0bpaboTkm 3awwmiiaeMon nHopmMaumnmn, BO3HUKaKOLWme
Kak NoBOYHOE SABMEHME U Bbl3BaHHbIE ANEKTPUYECKMMU CUrHaANamm, OENCTBYIOLWLMMU B UX
ANEKTPUYECKMX U MAarHUTHbIX Lensax, a Takke 3NeKTpOMarHUTHble HAaBOAKM TUX CUrHamnoB
Ha TOKONPOBOASALLNE NUHUM, KOHCTPYKLUKN U LIENU MUTaHUS.

Monutnka «4YnMcTOro cTona» — KOMMMEKC OPraHU3auUOHHbIX MEepPOonpUATUAN,
KOHTPONMPYIOLWNX OTCYTCTBME 3anucbiBaHNs Ha OyMaxHble HOCUTENW KITOYEN U

aTpmbyToB gocTyna (naponemn) n xpaHeHus nx B6nm3m o6 beKTOB gocTyna.
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NMonb3oBaTtenb MHPOPMALIMOHHON CUCTEMbI NEePCOHaNbHbIX AaHHbIX — NAUUO,
yyacTteylouwee B (PyHKLMOHMPOBAHUMN MHAPOPMALMOHHOM CUCTEMbI NEPCOHArNbHbIX AaHHbIX
UIn ncnosbayrollee pesynbtatbl ee PYHKLMOHUPOBAHUA.

lNMpaBuna pa3srpaHnyYeHnsa AOCTyNna — COBOKYMNHOCTb MpaBwus, perfiaMeHTUpYoLWmnx
npasa 4OCTyna Cy0bekToB JOCTyNna K obbekTam goctyna.

NMporpamMmHaa 3aknagka — KoOA4 nporpaMMmbl, npegHaMepeHHO BHECEHHbI B
nporpaMMmy C LUENbl OCYLWECTBUTb YTEYKY, W3MEHUTb, ONOKMpPOBaTb, YHUYTOXUTb
WHpOpMALMIO UM YHUMTOXUTL M MoaudumumpoBaTb nporpammHoe obecnedeHve
WHGOPMALMOHHOM CUCTEMbI MEPCOHArbHbLIX AaHHbIX U (UnK) BnokupoBaTb annapaTtHble
cpeacTea.

MporpammHoe (NporpamMMHO-mMaTeMaTU4ecKoe) BO3AEUCTBUE — HEeCaHKUMO-
HUPOBaHHOE BO3OENUCTBME Ha pecypcbl aBTOMAaTU3MPOBAHHOW  MHGOPMALMOHHOM
CUCTEMbI, OCYLLECTBISIEMOE C UCMONb30BaHMEM BPEAOHOCHbIX MPOrpamm.

PackpbiTe nepcoHanbHbIX AAaHHbIX — YMbILSIEHHOE UK CryYanHoe HapyLleHue
KOHMAEHUMANbHOCTM NEPCOHANbHbIX AaHHbIX.

PacnpocTtpaHeHne nepcoHarnbHbIX AaHHbIX — OEWCTBUSA, HarnpaBlieHHble Ha
nepegayvy nepcoHasbHbIX JaHHbIX onpeferieHHoMy Kpyry nuuy (nepegada nepcoHasnbHbIX
AAHHbBIX) MM Ha O3HaKOMISIEHME C NEepCcOHasrbHbIMW OAHHBIMW HEOrpaHUYEeHHOro Kpyra
nviy, B TOM u4ucne obHapogoBaHMe NepCcoHarnbHbIX AaHHbIX B CpeacTBax MacCOBOW
WHopMauuKn, pasmelleHne B UWH(POPMAUNOHHO-TENEKOMMYHUKALUNOHHbBIX CeTAX WK
npegocTasrieHne JOCTyna K nepcoHasibHbIM JaHHbIM KakuM-nnbo MHbIM CNoCcOoBOoM.

Pecypc wHdOpMaLMOHHOM CUCTEMbl — WMEHOBAHHbLIA 3NIEMEHT CUCTEMHOrO,
NpuUKNagHoro wunu annapaTtHoro obecnevyeHns YHKUMOHMPOBAHUS WHGOPMaLMOHHON
CUCTEMBI.

CneuunanbHble KaTeropuu nepcoHanbHbIX AaHHbIX — MEPCOHarnbHble AaHHbIE,
KacalwLlmnecs pacoBOW, HaUMOHANbHOW MNPUHAANEXHOCTU, MOMUTUYECKUX B3rNsgos,
PENUIMO3HbBIX NN PUNOCOPCKUX YyOEeXaeHU, COCTOAHUSA 300POBbS U MHTUMHOW KU3HM
cybbekTa nepcoHarbHbIX JAaHHbIX.

CpeacTtBa BbIYMCUTENBHON TEXHUKU — COBOKYMHOCTb MPOrPaMMHbIX Y TEXHUYECKMX
3MEeMEHTOB cMCTEM 00PabOoTKM AaHHbIX, CMIOCOBHbLIX (PYHKLMOHMPOBATL CaAMOCTOATENBHO U B
cocTaBe ApYyrnx CUCTEM.

Cy6bekT poctyna (CyObeKkT)— nmuo WM npouecc, LEWCTBMS KOTOPOro per-
NaMeHTUPYIOTCS NpaBunamMmn pasrpaHuyeHnsa gocTyna.

TexHUYecKnn KaHan yTeykun MHPOpMaLmMmn — COBOKYNHOCTb HOCUTENS MHGbOpMaLIMK
(cpeactBa 00paboTkK), hM3MHECKOM cpedbl pacnpoCTPaHEHMS MHAOPMAaTUBHOIO CurHana wu

cpencTs, KOTOPbIMM A0ObIBaETCS 3alUpLLaeMasi MHGOPMaLUS.
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TpaHcrpaHu4yHas nepepayva nepcoHanbHbIX OaHHbIX — nepegava
nepcoHarnbHbIX [daHHbIX ornepaTtopoM 4Yepe3 [OcCydapCTBEHHYK rpaHuly Poccuinckon
degepaumm  opraHy BracTM  MHOCTPAHHOrO  rocygapcrea,  U3nM4eckoMmy  Unu
OPUANYECKOMY JTULLY MHOCTPAaHHOro rocygapcrea.

Yrpo3bl 6e30MacHOCTM MNepcoHanbHbIX AaHHbIX — COBOKYMHOCTb YCMOBUW U
(haKTopOB, CO3aAOLIMX ONACHOCTb HECAHKLMOHNPOBAHHOTO, B TOM YACHE CryYarHoro, 4ocTyna K
nepcoHasnbHbIM JaHHbIM, pPe3yrnibTaTOM KOTOPOrO MOXET CTaTb YHUYTOXEHWEe, W3MEHEHUe,
OnokMpoBaHWe, KOMMPOBaHWE, pacripoCTpaHEeHME MEepPCOoHarnbHbIX AaHHbIX, a Takke WHbIX
HECaHKUMOHUPOBAHHbIX OEUCTBUA Mpu  UX 0b6paboTke B  MHGOPMAUMOHHOM cucTeme
nepcoHarnbHbIX JaHHbIX.

YHUUYTOXEHME nepCoHanbHbIX AaHHbIX — [OEUCTBUS, B pesyrbTate KOTOpbIX
HEBO3MOXXHO BOCCTaAHOBUTbL CoAepXKaHuWe NepCoHarnbHbIX AaHHbIX B MHPOPMaLUMOHHOM cucteme
nepcoHasibHbIX JaHHbIX UK B pe3yribTaTe KOTOPbIX YHUUYTOXATCA MaTepuarnbHble HOCUTENU
nepcoHarnbHbIX AaHHbIX.

YTeuka (3awmwaemon) uHcgpopmauuMm nNO TeXHUYECKUM KaHaramM — HEKOH-
TPOnMpyeMoe pacrnpocTpaHeHne MHGOPMaLUMM OT HOCUTENS 3alumaeMon MHpopmaummn Yepes
dom3nyeckyto cpeay 40 TEXHUYECKOro CPeACTBa, OCYLLECTBISIOLLENO nepexsaT UHGopMaLmn.

YuypexpeHue — YnpasneHue obpasoBaHus.

YA3BMMOCTb — CraboCTb B CPeAcTBaxX 3almTbl, KOTOPYH) MOXHO WCMONb30BaTb OIS
HapyLLEeHMS CUCTEMbI UITW CoOAepKaLLiencs B HeW MHdopmaumu.

LlenocTtHoCcTb MH(popMaLmum — CrocobHOCTL CPEACTBA BbIYMUCITUTESNBHOM TEXHWKA UMK
aBTOMATU3NPOBAHHOM CUCTEMbI oObecrneynBaTb HEWM3MEHHOCTb MH(popMauMn B YCIOBUSX

CrnyYanHoro nunm npegHaMepeHHOro UCKaXKeHNsT (paspyLUEHNS).



OBO3HAYEHUA U COKPALLEHUA
ABC — aHTUBMpYyCHbIE cpeacTBa
APM — aBTOMaTU3MpOBaHHOE paboyee MecTo
BTCC — BcrnomoraTenbHble TEXHUYECKNE CpeacTBa U CUCTEMbI
NCIMOH — nHcopmMaumoHHasa cuctemMa nepcoHanbHbIX AaHHbIX
K3 — koHTpOonvpyemas 3oHa
JIBC — nokanbHas BbluMCNIUTENbHAA CETb
M3 — mexxceTeBon aKkpaH
HC[] — HeCcaHKUMOHUPOBAHHbLIN 4OCTYN
OC - onepaumoHHas cuctema
MAOH — nepcoHanbHble AaHHbIE
MMB — nporpaMmmHo-MaTeMaTnyeckoe Bo3aencTeme
MO — nporpammHoe obecneyeHne
M3MWH — noboyHble anekTpoMarHUTHbIE U3MNYyYEeHUS N HABOAKU
CA3 - cuctema aHanusa 3almLeHHOCTH
C3W — cpepnctBa 3awwmThl MHGOpMaLmMm
C3lNAH — cuctema (nogcmctema) 3aLmTbl NEPCOHAarbHbIX AaHHbIX
COB - cuctema obHapyXeHUsa BTOPXKEHUN
TKYU — TexHu4eckne kaHarnb! yTeukm nHghopmamm

YBIMOH — yrpo3bl 6e30nacHOCTM NepcoHarbHbIX JaHHbIX



BBEOEHUE

Hactosawaa KoHuenuua wHdopmauynoHHon ©6esonacHoctn WCIMOH TMK OK
«[dyanHckas cpegHasa wkona Ned um. MN.A. KydyepeHko» (anee - YupexageHus), ssnseTcs
odomumanbHbIM JOKYMEHTOM, B KOTOPOM ornpegenieHa cuctemMa B3rnagoB Ha obecneyeHune
MHOopMaLMOHHON Be3onacHOCTH YupexaeHus.

Heobxognmoctb  paspaboTtkm  KoHuenuun  obycrioBrneHa  CTpeMUTesNbHbIM
pacwumpeHnemMm cdepbl MPUMEHEHUS HOBENWNX WHMOPMALUMOHHBIX TEXHOMOrMm wu
npoueccoB B YuypexaeHuu, npu obpaboTke MHGopmaumm Booblle, M nepcoHanbHbIX
AAHHbIX B YaCTHOCTMW.

HacTtoswasa KoHuenuus onpefensdeTr OCHOBHblE Lenn M 3ajadun, a Takke obLulyto
cTpaTernio NOCTPOEHNSA CUCTEMBI 3aLLMThl NepcoHanbHbIX AaHHbIX (C3MOH) YupexaeHus.
KoHuenuusa onpepensieT oCHOBHble TpeboBaHuA 1 6a3oBble NOAXOAbl K UX peanu3auuu,
Ana goctmxkeHns Tpebyemoro ypoBHA 6e30nacHOCTU MHGOpMaLUU.

KoHuenuus paspabotaHa B COOTBETCTBUM C CUCTEMHBIM  NOAXOA0OM K
obecneyveHntio uMHpopmaumoHHon 6e3onacHocTn. CUCTEMHbLIM MoAxo4d npeanonaraer
npoBefeHMe  KOMMSIeKca  MEPOMNPUATUA,  BKKOYaWLWMX  UCCnegoBaHWe  yrpos
WHOpPMaUMOHHOM Be3onacHOCTM M pa3paboTky cuctembl 3awmTbl MOH, ¢ nosvuyum
KOMMSEKCHOIO NPUMEHEHNST TEXHUYECKUX U OPraHN3aunoHHbIX Mep U CPeACTB 3alUThl.

Moo wHdopmaunoHHon 6GesonacHocTbto [1OH noHMMaeTcs  3aWMLLEHHOCTb
nepcoHarbHbIX JaHHbIX U obpabaTbiBaroLlen nx NHPPacTpyKType OT NOObIX CryYanHbIX
UNN 3NOHaMEpPEHHbIX BO3AEVCTBUN, pe3ynbTaTOM KOTOPbIX MOXET SBUTbCH HaHeceHue
ywepba camon mHdopmaumu, ee Bnagensuam (cybvektam MMOH) nnu nHdpacTpykType.
3apgaun  vmHpopmaumoHHon ©e30MacHOCTM CBOAATCA K  MUHMMM3auum  yuwepba ot
BO3MOXHOW peanusaumn yrpo3 6esonacHoctn [NH, a Takke K MPOrHO3MPOBaAHUIO U
npeaoTBpaLLEHNIO TaKNX BO3LENCTBUN.

KoHuenuusa cnyXmt OCHOBOM AN pa3paboTkM KOMMMekca OpraHU3auuoHHbIX WU
TEXHUYECKMX Mep no obecneyeHuto MHGOPMaUMOHHOM 6Ge3onacHOCTM YupexaeHun, a
TaKke HOPMaTUBHbBIX U METOLAMYECKUX OOKYMEHTOB, obecnevmBalonx ee peanusaumio, u
He npegnonaraeT noameHbl OYHKUMA rOCyOapCTBEHHbIX OpraHoB Bfiactu Poccunckon
depgepaumn, oTBevaoLmnx 3a obecneveHne 6e30nacHOCTU MHAPOPMALMOHHBLIX TEXHOOMNI
N 3aWmTy MHdopmMaLunu.

KoHuenuumsa aBnaeTcss MeTogosiorm4eckom OCHOBOM ANS:

- (bopmmpoBaHMs M NpoBeOeHUs eauHon nonuTukn B obnactu obecneveHus

6e3onacHoctn MNAOH B UCTOH YupexaeHus;



- MIPUHATUSA  yNpaBfEHYEeCKUX peLleHnn 1 pas3paboTku npakTU4ecknx Mep no
BOMNSIOLWEHMIO NONUTUKKM 6e3onacHocTu MNOH 1 BbIpabOTKM KOMMNMEKCa COrnacoBaHHbIX Mep
HOPMaTMBHO-NPaBOBOro, TEXHOIONMYECKOro N OpraHn3aLUnoHHO-TEXHUYECKOrO XapakTepa,
HanpaBfieHHbIX Ha BbIsIBIEHWE, OTpaXeHue W NUKBUOAUMKO MOCneacTBUn peannsaumm
pasnuyHbix BuaoB yrpo3s MNAH;

- KoopauHaumm [eAaTenbHOCTU CTPYKTYPHbIX noAapasgeneHnn YdpexaeHus npu
nposefeHnn paboT no passutuio 1 akcnnyataumm UCIOH ¢ cobnogeHmem TpeboBaHum
obecneyveHus 6esonacHocTu MNOH;

- pa3paboTkn NpeasioXkeHUn No COBEpPLUEHCTBOBAHUIO MPaBOBOro, HOPMaTUBHOrO,
MEeTOOMNYECKOro, TEXHUYECKOro U opraHn3aunoHHoro obecneyveHmnsa 6esonacHoctu MNOH B
NCIMOH YypexaeHus.

O6bnacte npumeHeHna KoHuenuuuM pacnpocTpaHaAeTcss Ha Bce  0OBbEeKThbl
yuypexneHuss uMelwme OTHOWEeHMe K cucTtemMe obpasoBaHus, JKcniyaTupyrowme
TexHu4yeckne u nporpammHble cpegctea WCIOH, B KOTOpPbIX OCYLLECTBNSAETCS
aBTOMaTM3anpoBaHHas obpabotka [1OH, a Takke Ha CTPYKTypHble noApasfaenieHus,
OCYLLECTBNAOLWMNE COMpoBOXAeHMe, obcnyxuBaHme wn obecneyeHne HOPMasbHOMo
dyHKUMoHupoBaHus NCIOH.

lMpaBoBon 6Gason Ans paspaboTkn Hactoswen KoHuenuum cnyxaT TpeboBaHus
aencreyowmx B Poccumn 3akoHogaTenbHbIX U HOPMATMBHBLIX JOKYMEHTOB N0 06ecnevYeHunto

©e3onacHoCTM NepcoHanbHbIX AaHHbIX (MOH).

10



1 O6wwme nonoxeHus

Hactoswasa KoHuenuus onpegenseT OCHOBHblE LIENW M 3adayun, a Takke obulyto
cTpaTernto NOCTPOEHUS CUCTEMbI 3aLLMThl NepcoHanbHbIX AaHHbIX (C3MOH) YypexaeHus,
B cooTtBeTcTBUM C [NepeyHem NCTIOH. KoHuenuusa onpeaensieT oCHOBHblE TpeboBaHna 1
©as3oBble NOAXoAbl K X peanuaauun, onsa JocTmkeHus Tpebyemoro ypoBHs 6e3onacHoCTm
MHGOpMaLMK.

C3MNAH npeacrtaBnseTr coboM COBOKYMHOCTb OPraHM3auMOHHBLIX U TEeXHUYECKUX
MeponpuaTuin ons 3awmtbl NOH OT HenpaBOMEpPHOro MM Cry4arMHoro AOCTyna K HUM,
YHUYTOXEHUS, M3MEHEeHUs, OnokMpoBaHWs, KONMpoBaHWs, pacnpocTpaHeHusa [MOH, a
TakKe NHbIX HeNpPaBOMEPHbIX AENCTBUN C HUMM.

besonacHOCTb MepcoHasnbHbIX  OaHHbIX  OOCTUraeTcss NyTeEM  UCKIIOYEHUN
HEeCaHKUMOHUPOBAHHOIO, B TOM YuChe CyyYyamHoro, 4OCTyna K NnepcoHasibHbIM AaHHbIM,
pe3ynbTatoM KOTOPOr0 MOXET CTaTb YHUYTOXEHue, Wu3MeHeHue, OBnoknpoBaHue,
KONMMpoBaHWe,  pacrnpoCTpaHeHMe  MNepcoHanbHbIX  OaHHbIX, a TaKKe  MHbIX
HEeCaHKLUMOHUPOBaHHbIX ENCTBUMN.

CTtpykTypa, cocTtaB 1 ocHoBHble oyHKunn C3IMOH onpegensatoTca ncxoaa ua knacca
NCMAOx. C3MNOH BknNoYaeT opraHn3auMOHHbIE MEpbl U TEXHUYECKMe cpeacrtBa 3allmTbl
MHGopMauumn (B TOM yucrne wndpoBasnbHble (Kpuntorpaduyeckue) cpeacrtsa, cpeacrtsa
npefoTBpalleHnss  HEeCaHKUMOHMPOBAHHOIO  AOCTyna, YTeYykM  MHpopmaumm  no
TEXHMYECKMM KaHamnam, nporpaMMHO-TEXHUYECKUX BO3OENCTBUA Ha TEXHUYECKMEe
cpeagctBa obpaboTtkm [0H), a Takke wucnonb3yemble B WHPOPMALMOHHON CUCTEME
MHOPMALNOHHLIE TEXHOMNOMUM.

3TN Mepbl Npun3BaHbl 0becneynThb:

- KOHPMAEHUMANbHOCTb WMHOPMauun (3awmTa OT  HecaHKLUMOHUPOBAHHOMO

03HaKOMIIEHUS);

- UenocTtHocTb  WHdopmaumm  (akTyanbHOCTb U HENPOTMBOPEYMBOCTb

NHGOPMaLMK, ee 3aLULLEHHOCTb OT pa3pyLUEHMs N HECAHKLMOHMPOBAHHOIO N3MEHEHUS);

- AOCTYNHOCTb MWHopMaLun (BO3MOXHOCTb 3a NPUEMNEeMoe BPEMsi MONy4YuTb

Tpebyemyto MHOPMaLIMOHHYIO yCnyry).

Ctagumn co3panuna C3INOH BkNtoYaloT:

- NpeanpoeKkTHasl cTagusd, BKYawwas npegnpoektHoe obecneposaHme WVCTIOH,
pa3paboTKy TEXHNYECKOro (YaCTHOrO TEXHMYECKOr0) 3aaHns Ha ee Co3LaHueE;
- cTagusa  npoekTnpoBaHus (paspaboTkm npoektoB) u peanu3auun WCIOH,

BKkntovatowasn paspadotky C3MOH B coctase NCIOH;

11



- cTagna BeBoga B geuncteue C3IOH, BKkYaloLlas OMbITHYK 3KCnsyaTauuio u
NnpPUemMo-coaToYHble UCMbITaHUSA CPeACcTB  3awuTbl MHOpMaUMKW, a Takke OLEHKY

cooteetcTBuA NCIOH TpeboBaHmsam 6e3onacHoCTn nHopmauunu.

OpraHu3aumoHHble Mepbl NpeaycMaTpmBaloT co3gaHne 1 nogaep)kaHne npaBoBOM
06as3bl 6esonacHoctu OH u paspaboTky (BBEeAeHWe B [OeUCTBUE) NpenyCMOTPEHHbLIX
Monutukon wuHGopmauynoHHon 6GesonacHoctn WCIIOH cnegyowmx opraHu3aunoHHO-

pacnopsanTeribHbIX AJOKYMEHTOB:
- MnaH meponpusaTnin no obecneveHunto 3awmTbl MNOH npy nx obpadotke B UCT1H;
- [naH meponpuaTnin No KOHTPOIO obecneyeHus 3awnTbl MNOH;

- MNopsigok pesepBupoBaHUS 1 BOocCTaHOBNeHUs padotocnocobHoctn TC n MO, 6a3

JaHHbIX 1 C3U;

- [lomKHOCTHas WHCTpykuus agmuHuctpaTtopa WCIOH B 4yactu obGecneveHus

©e3onacHoctu MNOH npu nx obpaboTtke B CIAH;

- [lJormkHOCTHaa MHCTpYKUMA agMmuHucTpatopa 6esonacHoctn ACTOH;

- JormkHocTHaa umHCTpykuma nonb3oBatenda WCIMOH B yactm obecneyeHus
6e3onacHoctu MNOH npu nx obpaboTtke B CIAH;

- IHCTpyKUKMA Ha criyyan BO3HUKHOBEHMWS BHELUTATHOM CUTyaLuu;

- PexomeHgaumMm no MCNonb30BaHUIO MNPOrpaMMHbIX W annapaTHbIX CpPeacTB

3aLlnTbl MHopMaLmn.

TexHuyeckne Mepbl 3alWTbl peanua3yroTcs Npu  MOMOLLM COOTBETCTBYHOLLNX
NPOrpaMMHO-TEXHUYECKMX CPEACTB U METOLOB 3aLLMUTLI.
MepeyeHb HeobxoguMMbIX Mep 3aluTbl  MHPOPMaUMK  onpegensieTcsa Mo

pesynbTatam BHYTpeHHeN npoBepkn 6esonacHoctn NCIOH YupexaeHus.
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2 3apaum C3MNOH

OcHoBHOM uenbto C3MOH aBndetTca MuHMMM3aums yuwepba OT BO3MOXHOM
peanuaauum yrpo3 6esonacHoctu MNOH.

[na gocTtmxkeHuss oCHOBHOW uenu cuctema 6esonacHoctu MAH VCIMOH gomkHa
obecneunBaTb aPPEKTUBHOE peLleHne cneayowmx 3agay:

- 3aWmTy OT BMeLwaTenbCcTBa B npouecc pyHkumoHnposanus ACIOH nOCTOPOHHUX
nny, (BO3MOXHOCTb Mcnosb3oBaHus AC 1 JOCTyn K ee pecypcamMm LOSMKHbI UMEeTb TOJSbKO
3aperncTpupoBaHHbIe YCTaHOBEHHbBIM NOPSAAKOM MOfb30BaTENN);

- pasrpaHuMyeHne AoCTyna 3aperncTpuMpOBaHHbLIX MOfb3oBaTenen K annapaTHbIM,
nporpaMMHbIM 1 MHGOopMaumoHHbIM pecypcam NCTOH (BO3MOXHOCTbL AOCTyNa TOMbKO K
TEM pecypcaM U BbIMOSIHEHUA TOMbKO TeX onepaumin C HUMKU, KOTOpble HeobXoanMbI
KOHKpeTHbIM  nonb3oBatenam  WCIOH 4ana  BbINOMHEHUST  CBOMX  CIYXeBHbIX
006s13aHHOCTEN), TO €CTb 3aLWMTy OT HECaHKLMOHNMPOBAHHOIO AOoCTyna:

a) K nHdopmaumu, umpkynupytowen 8 UCMaH;

0) cpeacTBam BbluMcnMTenbHON TexHukn NCMOH;

B) annapaTtHbIM, NPOrpaMMHbIM M KpunTorpadgmMyeckum cpeacTBam 3aluThbl,
ncnonb3yembim B UCIMOH;

- perucTpaumio OencTBUM nonb3oBaTenen npu UCMNONb30BaHUM  3alluLLaeMblX
pecypcoB WCIOH B CUCTEMHBLIX XypHanax u Nepuoanyecku KOHTPOSb KOPPEKTHOCTU
OEenCTBUM NoSib30oBaTesien CUCTEMBbI NYTEM aHanmMsa Co4ePXXUMOro 3TUX XKYPHaros;

- KOHTPOSib LleNocTHOCTN (obecnevyeHne HEeU3MEHHOCTU) cpeabl MCMNOSTHEHUS
nporpaMmm n ee BOCCTaHOBIIEHME B Cllyvae HapyLleHus:;

- 3alMUTY OT HECAHKUMOHMPOBAHHOMW MOAMMUKALMM N KOHTPOSb LIENTOCTHOCTMU
uncnonb3dyembix B WCIIOH nporpaMmMHbIX CpPeacTB, a Takke 3awuTy CUCTEMbl OT
BHepEHNsS1 HECAHKLMOHNPOBAHHbLIX MpOrpamMm;

- 3awmTy MOH OT yTEeYKM NO TEXHUYECKUM KaHanam npun ee obpaboTke, XpaHEHUU K
nepegaye no kaHanam CBs3u;

- 3awmTty MNOH, XxpaHumon, obpabaTbiBaeMon 1 nepegaBaeMon no KkaHanam CBsi3u,
OT HECAHKLMOHMPOBAHHOIO pasrnawleHns UM NCKaxeHus;

- obecneyvyeHne XUBYYECTU KpunTorpadudecknx cCpenctB 3awmTbl MHGOpPMaL MK
npu KOMNpomMeTaLmm YacTu KNi4YeBOM CUCTEMDI;

- CBOEBPEMEHHOE BbISBNIEHNE WCTOYHUKOB Yyrpo3 6esonacHoctu [OH, npuumH n
yCcrnoBuin, cnocobcTByOWMX HaHeceHuto yulepba cybbektam MOH, codgaHne mexaHu3ma

onepaTUBHOIO pearMpoBaHus Ha yrpo3bl 6esonacHocT MNOH 1 HeraTUBHbIE TEHAEHUNY;
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- CoO30aHune yCHOBMVI ana MnHMMn3aumn 1 nokanm3aumm HaHOCUMOro yu.lep6a
HernpaBoMepHbIMA AencTBUAMMN (*)I/I3I/I‘-I€CKVIX n LOpnandyecknx Jnuu, ocnabnexune

HEeraTMBHOIO BIUSIHUS U NIMKBMOALMA NOCNEeacTBUM HapyLlleHnA ©e3onacHocTn Man.
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3 O6BbeKTbI 3aWUThbI
3.1 NepeyeHb MHPOPMALMOHHBLIX CUCTEM
B YupexgeHun npousBoautca  0o6paboTka  MepCoOHanbHbIX  AAHHbIX B
MHJOPMAaUUNOHHbIX cuctema obpaboTkmn nepcoHanbHbIX AaHHbIX (UCTOH).
MepeveHb WCIIOH onpegpensieTcs Ha ocHoBaHun OTyeTa no pesynbtartam

BHYTPEHHEW NPOBEPKN.

3.2 NepeyeHb 06HLEKTOB 3aLMThI
Ob6bekTamn 3awmnTbl ABNAOTCA — MHpopmaums, obpabaTtbiBaemasi 8 NCIIOH, u
TexXHU4yeckne cpeactsa ee 06paboTkm n 3awmtbl. [epedyeHb NepcoHanbHbIX AaHHbIX,
nognexawue 3awumrte, onpegeneH B [lepeyHe nepcoHanbHbIX AaHHbIX, MOANEXalmx
3awmTte B CIM.

O6beKTbl 3aLMThbl BKIHOYaIOT:

1) O6pabaTbiBaemas nHgopMaLms.

2) TexHonornyeckasa nHgopmaums.

3) MporpammHo-TEXHMYecKne cpeacTea 06paboTKu.

4) Cpepnctea 3awmtsl MOH.

5) KaHarbl HgopMaLMoHHOro 06MeHa 1 TENEeKOMMYHMKaLWN.

6) O6bEKTbI M NOMELLEHNS!, B KOTOPbIX pasmeLlleHbl KoMnoHeHTbl MCTOH.

15



4 Knaccudukauma nonb3osatenenn UCMNOH

MNMonb3oBatenem WCIOH sBnsetca nuuo, yyacTteywowee B (PYHKLMOHUPOBAHUU
WHGOPMALNOHHOM CUCTEMbI MEPCOHarbHbIX AaHHbIX UK UCNonb3ytolee pesyrnbTaTbl ee
dyHKUMoHUpoBaHus. MNMonb3osatenem VUCIIOH aBnseTcs nobon coTpyaHUK YupexaeHus,
nmetowmn goctyn Kk UCIMOH n ee pecypcam B COOTBETCTBUMN C YCTAHOBIIEHHBIM MOPSIAKOM,
B COOTBETCTBUN C ero PyHKUNOHASTbHbIMU 06513aHHOCTSAMUA.

Monb3osatenu NCIOH genaTcs Ha Tpy OCHOBHbIE KaTeropum:

1) AomuHuctpatop MCMOH. CoTpyaHVKM YypexaeHus, KOTopble 3aHMMaloTCs
HaCTPOMKOW, BHEOPEHMEM U COMpoBOXAeHueM cuctembl. AgmuHuctpatop WCIOH
obnagaeTt crnegylowmMm ypoBHEM JOCTyNa:

- obnagaeTr nMonHoM WHoOpMauMen O CUCTEMHOM U MPUKNAZHOM
nporpaMmmHom obecneveHnn ACIMOH;
- obnagaeTr MNoOMHOM  MHopMauMen O TEXHUYEeCKMX CcpeactBax u

KoHdpurypauum NCIOH;

- UMeeT LOCTYN KO BCEM TEXHUYECKUM cpeacTBam o6paboTkm MHGopmaLmm

n aaHHbIM NCTOH;

- obnagaeT npaBaMn KOHPUIYpMpoBaHUS U aAMUHUCTPATUBHON HACTPONKM

TexHnyeckux cpeacts NCIOH.

2) MNporpammucT-paspabotunk NCMOH. COTpyAHMKM YUPEXKOEHUS UM CTOPOHHUX
opraHv3auun, KoTopble 3aHMMalTCs pa3paboTkonm nporpaMMHoOro obecnedeHus.
Paspabotunk NCIOH obnagaet crneayowmm ypoBHEM AOCTyna:

- obnagaeT wHgopmaumen o6 anropyTmax KU nporpammax 06paboTku
nHdopmauum Ha NCT10H;

- obnagaeT BO3MOXHOCTAMM BHECEHWUs OowWwnbOK, HeaeKnapupoBaHHbIX
BO3MOXXHOCTEN, NPOrpaMMHbIX 3aKNagoK, BPEAOHOCHbIX NPOrpaMm B NporpaMMHoe
obecneyvenne VCIOH Ha cTagum ee pa3paboTkn, BHEAPEHUS U CONPOBOXAEHUS;

- MOXET pacnonaratb fobbiMu dparmeHTamm UHdopMaLmMn O TOMOMOrMM
NCIOH n TexHnyecknx cpeactsax obpabotkm u 3awmTtsl NH, o6pabaTbiBaeMbix B
NCIAaH.

3) Onepatop NUCMOH. CoTpyaHWKM noapasneneHunii YUpexaeHus y4acTBYOLMX B
npouecce akcnnyataumm WCIMOH. Onepatop UCIIOH obnapaeTt cneaylolimm YpPOBHEM
pocryna:

- obnapgaeT BcemMu HeobxoaumbiMM aTpubytamu (Hanpumep, naponem),

obecneynBaroLLMMmN JOCTYMN K HEKOTOPOMY noamMHoxecTBy NH;
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- pacnonaraeTt KOHpunaeHumManbHbIMN JaHHbIMK, K KOTOPbIM UMeeT JOCTY.
KaTeropun nonb3oBaTtenen AOomkHbl ObiTb onpegeneHbl ana kaxgon WCIOH.
HOmMKHO ObITb YTOYHEHO pa3geneHne COTPYAHMKOB BHYTPU KaTeropuin, B COOTBETCTBUN C

TMNamu nonb3oBaTenen onpeneneHHoiMu B Nonmtmnke nHpopmaumoHHom 6e30nacHOCTM.
Bce BbisiBNeHHbIE rpynnbl Nonb3oBaTtenen otpaxatotrca B OTyeTe no pesynbtatam
BHYTpeHHen npoBepkn. Ha ocHoBaHum OT4yeTa onpefendalTcss npaBa AocTyna K
anemeHTam VCI1OH anga Bcex rpynn nonb3oBaTtenen n otpaxatotca B Matpuue goctyna B
MonoxeHnn o pasrpaHnyeHMn npaB goctyna K obpabaTbiBaeMbiM  MepcoHanbHbIM

OaHHbIM.
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5 OCHOBHbI€ NPUHLUMNBLI NOCTPOEHUSA CUCTEMbI KOMMIIEKCHOM 3alWmThbl UH(hopMauumn
MocTtpoeHune cuctembl obecneveHms 6esonacHocTu MOAH NCIMOH YyupexaeHus n ee
PYHKUMOHUPOBAHNE [OOSMKHblI OCYLIECTBMAATLCA B COOTBETCTBUMM CO  CrieayroLlmmu

OCHOBHbIMU MPUHLMNAMM:
- 3aKOHHOCTb;
- CUCTEMHOCTb;
- KOMMMNEKCHOCTb;
- HEenpepbIBHOCTb;
- CBOEBPEMEHHOCTb;
- MPEEeMCTBEHHOCTb 1 HEMPEPbLIBHOCTb COBEPLUEHCTBOBaHUS;
- NepcoHarnbHas OTBETCTBEHHOCTb;
- MMHUMM3ALMA NOSTHOMOYUIA;
- B3aMMOAEeNCTBUE U COTPYAHNYECTBO;
- TMOKOCTb CUCTEMbI 3aLLUTHI;
- OTKPbITOCTb anropuTMOB 1 MEXAHU3MOB 3aLLUThI;
- NpoCTOTa NPUMEHEHUSI CPEACTB 3aLLMUThI;
- Hay4yHas 060CHOBAHHOCTb M TEXHUYECKas peanu3yeMocCTb;
- cneyunanusaums u npogeccroHanmam;

- 0683aTENBHOCTb KOHTPONS.

5.1 3akoHHOCTbL
lMpepnonaraet OCyLWECTBMEHNE 3alUMTHbIX MeponpuaTuin un paspabdbotky C3IOH
YuypexaeHus B COOTBETCTBMU C OEUCTBYHOLLUMM 3aKOHOLATENbLCTBOM B 06facT 3aluTbl
MOH n gpyrMx HOPMATMBHBLIX aKTOB MO Ge3onacHOCTU WHGOPMaUuK, YTBEPXAEHHbLIX
opraHamu rocyfapCTBEHHOW BlAaCTU U yrpaBreHns B Npeaerniax nx KOMneTeHumm.
Monb3oBatenu u obenyxusatrowmnn nepcoHan MAH VUCTOH YypexaeHus OomkKHbI
ObiTb oOcCBegoOMIIEHbl O nopsigke paboTbl € 3awmwaemon uHdopmauuen u  ob

OTBETCTBEHHOCTU 3a 3awunTbl MNOH.

5.2 CucteMHocTb
CuctemHbin nogxon Kk noctpoeHunto C3IMOH YupexaeHus npegnonaraeT yyeT BCex
B3aMMOCBSI3aHHbIX, B3aMMOOENCTBYIOLMX U M3MEHSIIOWMXCA BO BPEMEHU 3SIEMEHTOB,
YyCrnoBUN N (PaKTOPOB, CYLLECTBEHHO 3HAYMMbIX AN MOHMMAHUSA U pPeLeHnst Npobnemsi

obecneyvenuns 6esonacHoctn MNMOAH UCTOH YupexaeHus.
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Mpn cosgaHmMM cucTeMbl 3alnTbl OOIDKHbI Y4MTbIBAaTbCS BCe cnabble n Hanbonee
ysi3BMMble MecTa cuctembl 06paboTku MOH, a Takke xapakTep, BO3MOXHble 0O BHEKTbI U
HanpaBfeHuss aTtak Ha  CUCTeMy CO  CTOpPOHbl  HapywwuTtenen  (ocobGeHHOo
BbICOKOKBaNMuMpoBaHHbIX 3r10yMbILLITEHHWNKOB), nyTu NPOHUKHOBEHUS B
pacnpegeneHHble cuctemol U HCL k nHdopmauuun. Cuctema 3awmTtbl AOSHKHA CTPOUTLCA
C Y4ETOM He TOSbKO BCEX U3BECTHbIX KaHanoB NPoHuKHoBeHna n HCL k nHdopmaumm, HO
N C y4eTOM BO3MOXXHOCTWU MOSABMEHUS NPUHUMNUANBHO HOBLIX MyTEW peanu3aumm yrpos

6e3onacHocCTw.

5.3 KomnnekcHocTb

KomnnekcHoe wucnonb3oBaHMe MeTOAOB W CPeacTB  3awuThl  npeanonaraet
COrMacoBaHHOE MNPUMEHEHWe pPas3HOPOAHbIX CPeACTB MpU  MOCTPOEHUWU  LeNOCTHOM
CUCTEMbI 3aLLUThI, NepeKpbIBaloLLEel BCE CyLLECTBEHHbIE (3HaYMMbIe) KaHarnbl peanusaumm
Yrpo3 1 He coaepallei cnabbix MECT Ha CTblKax OTAerbHbIX €€ KOMMOHEHTOB.

3awpta [OomkHa CTPOUTLCS SLIEeNoHMpPoBaHO. [NnA KakOoro KaHama yTeuku
UHpopMaLIMM U AN KaXOow yrposbl 6€30MacHOCTU [AOSMKHO CYLLECTBOBaTb HECKOMbKO
3aWwmnTHbIX pybexen. CosdaHve 3alUTHLIX pybexen OCyLLEeCTBMsSeTcs C y4eTOM TOro,
ytoBbl ANA WX NPEOJONIeHNs MOTEeHUManbHOMY 3MOYMbILWMEHHUKY TpeboBanuch
npodeccroHarbHble HaBbIKM B HECKOSMbKMX HEB3aMMOCBSA3aHHbIX 06MacTsX.

BHewHsa 3awmrta gorkHa obecneuvBaTbCH  (PM3MYECKMMM  CpeacTBaMu,
OpraHn3aLmMoHHbIMK 1 NpaBoBbiMU MepaMmu. OoHUM 13 Hanbonee yKpenneHHbIX pybexen
npusBaHbl ObiTb  CpeacTBa  KpunTorpaduyeckon  3aluThbl, peanusoBaHHble C
ucnonb3oBaHnem TexHornormn VPN. [puknagHoi ypoBeHb 3alunTbl, YYUTbIBAOLLNIA

ocobeHHOCTN NpegMeTHON obnacTu, NpeacTaBnNseT BHYTPEHHU pyDex 3alunTbl.

5.4 HenpepbIBHOCTbL 3awmTbl MOH

3awmta TH — He pasoBoe MeponpuATME U He npocTas COBOKYMHOCTb
NpoBeAEeHHbIX MEPONPUATUA U YCTAHOBMEHHbIX CPeACTB 3aliuTbl, a HenpepbIBHbIN
uerneHanpasneHHbIM npouecc, npeanonararwmin NPUHATUE COOTBETCTBYIOLLMX Mep Ha
BCEX aTanax XusHeHHoro uunkna NCIrgH.

WCIMOH AomKHbl HaxoauTbCA B 3aLMLLEHHOM COCTOSSHUM Ha MPOTSHKEHUN BCETO
BPEMEHN WX QYHKUNOHUPOBAHMS. B COOTBETCTBMM C 3TUM MNPUHLMUMNOM  LOSKHbI
NpUHUMaTbLCA Mepbl No HegonyweHuto nepexona VCIOH B He3aLWNLLEHHOE COCTOSIHME.

BonbLUMHCTBY (PU3NYECKNX N TEXHUYECKUX CPEeACTB 3awuTbl Ansa adPdeKTUBHOIO
BbIMOSTHEHUS CBOUX (PYHKUMIA HEOBXOAMMa NMOCTOAHHAsA TeXHMYECKasa U OpraHn3aunoHHas
(aaMuHUCTpaTMBHAg) nogaepxka (cBoeBpeMeHHasi cMeHa n obecneveHme npaBubHOrO

XpaHEHNs U NPUMEHEHNA MMeEH, naponeun, Knwyen wWwndpoBaHus, nepeonpeneneHune
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NOSTHOMOYNIA U T.I'I.). nepeprBbI B pa60Te cpencTte 3allinTbl MOTyT ObITb MCNOMbL30BaHbI
3J1I0OYyMbIWWIIEHHUKaMN ONd aHanm3a rnpuMeHdemMblX MeTooB U CcpedcTB 3alluTbl, O514
BHeOpeHnA cneunaribHbIX MnporpaMmMmHbIX U anfnapaTHbIX "3aknagok" u Apyrnx cpeacts

npeoaosieHnA CUCTeMbl 3alLUThbl NMociie BOCCTaHOBIIEHNA ee beHKLI,I/IOHI/IpOBaHI/IFl.

5.5 CBoeBpeMeHHOCTb

lMpegnonaraet ynpexgarwmin xapakrep mep obecneyveHums 6esonacHocTtu MNOH, TO
eCTb [MOCTaHOBKY 3agady no komnnekcHon 3awmte WCIMOH wn peanusaumio mep
obecneyveHunsn 6es3onacHocTn MNOH Ha paHHUX cTagusax paspabotkn NCIOH B uenom un ee
CUCTEMbI 3aLLNTbl MHPOPMaLUNN, B HAaCTHOCTW.

PaspaboTka cucTemMbl 3aliuTbl AOSMKHA BECTMCb NapannenbHo ¢ pa3paboTkon u
pasBuTMEM CaMOM 3awuuaemMon CUCTEMbl. JTO MO3BOMUT y4ecTb TpeboBaHUs
6e3o0nacHOCTM NPy NPOEKTUPOBAHMM apXUTEKTYPbl U, B KOHEYHOM cyeTe, co3aaTb bonee

SCbeeKTI/IBHbIe (KaK no 3aTpartam pecypcoB, TakK U Mno CTOIZKOCTI/I) 3alneHHble CUCTEeMDbI.

5.6 MpeeMcTBEHHOCTbL U COBEpPLUEHCTBOBaHUE
lMpeanonaraldT MNOCTOSSHHOE COBEPLUEHCTBOBAHME Mep W CPeacTtB  3awmTbl
nHdopMaLuum Ha OCHOBE MPEEMCTBEHHOCTU OPraHU3auUMOHHbIX U TEXHUYECKUX PEeLLUEeHUn,
KagpoBOro cocTtaBa, aHanu3a dgyHkumoHuposaHus WCIMOH n ee cuctembl 3awmtbl C
y4eToOM U3MEHEHUA B MeTodax W cpencrBax nepexsarta MHgopmaumm, HOPMATUMBHbIX
TpeboBaHUn NO 3awmTe, AOCTUIHYTOrO OTEYECTBEHHOIO M 3apybexHOoro onbiTa B 3TON

obnactw.

5.7 MepcoHanbHas OTBETCTBEHHOCTb
lMpepnonaraeTt BO3NOXeHNe OTBETCTBEHHOCTU 3a obecneyeHne 6esonacHocTn MNOH
N cuctembl MX 0BpPabOTKM Ha Kaxaoro COTpyAHMKa B npedenax ero nomnHomouvin. B
COOTBETCTBUM C ITMM MPUHUMMNOM pacnpeferieHne npas u 0b6s3aHHOCTEN COTPYOHUKOB
cTpouTCcsl Takmm obpasom, 4tobbl B crnyyae nobOro HapyLeHust Kpyr BUHOBHUKOB ObliSi

YEeTKO N3BECTEH 1IN cBeJEeH K MUHUMYMY.

5.8 MpuHLUMN MUHKMMHU3ALMY NONTHOMOYMIA
Os3HayaeT npegocTaBfieHNe nosb3oBaTeENsIM MWHMMAIbHbLIX MpaB AocTyna B
COOTBETCTBUM C NPOMN3BOACTBEHHON HEOOXOANMMOCTLIO, HA OCHOBE MPUHLMMNA «BCE, YTO HE
paspeLleHo, 3anpeLLeHoy.
Hoctyn k MNMOH gomkeH npeaocTaBnsaTbCA TONbKO B TOM crlydae n obbeme, ecnm 31o

HeobxogMmo COTPYOHUKY O11A BbINONMTHEHNA ero gOJIXHOCTHbIX 06s13aHHOCTEN.
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5.9 BsaumopencTeme u COTpyaHN4ECTBO
MNpegnonaraetr co3gaHne  6GnaronpuATHOW  atMocdepbl B KONMeKTMBax
nogpasgenenun, obecnevnsarowmx geatenbHocTb VCIOH YupexaeHusa, ans CHMKEHUs
BEPOSAITHOCTM BO3HUKHOBEHUSI HEraTuMBHbIX [EWUCTBUMM CBA3AHHbLIX C YeroBeYecKuM
hakTOpOM.
B Takon obcTaHoBKe COTPYAHWKM OOIMKHBLI OCO3HAHHO CObniofaTh YCTaHOBMEHHbIE
npaevna u okasblBaTb COAENCTBME B [AEATENIbHOCTU noAapasfeneHnn TexXHUYeCcKou

3aLUmMTbl MHopMaLUK.

5.10 rmékocTb cuctemsl 3awmTbl MOH
MpuHATbIE Mepbl U YCTAHOBMEHHbIE CPEeACcTBa 3allMTbl, 0OCOBEHHO B HauvarbHbIN
nepvoa mx aKcnnyaTtauuu, MoryT obecneynBaTb Kak YpesMepHbIi, Tak U HedoCTaTOYHbIN
ypoBeHb 3awmTbl. [Ona  obecrnevyeHust BO3MOXHOCTM  BapbWpPOBaHUS  YPOBHEM
3alMLLEHHOCTM, CPeAcTBa 3aWuThl AOMKHbI obnafath OonpeaeneHHon rMBKOCTbIO.
OcoBeHHO BaXKHbIM 3TO CBOWCTBO SAIBMSETCA B TeX Crydyasx, KOrga YyCTaHOBKY CPefCTB
3aWmThl He06XOAMMO OCYLLECTBMNATL Ha paboTaloLLy0 CUCTEMY, He HapyLuas npoLecca ee

HOpPpMaJibHOro C*)yH KUMOHMPOBAHNA.

5.11 OTKpbITOCTL aNropUTMOB U MEXaHU3MOB 3aLUTbI
CyTb MpUHLMNA OTKPbITOCTM anropuTMOB U MEXaHW3MOB 3allMTbl COCTOUT B TOM,
YTO 3aWmTa He [OoMmKkHa obecrnevmBaTbCA TOMbKO 33 CYET CEKPETHOCTU CTPYKTYPHOMW
opraHv3auuMm n anropuTMOB (PYHKLIMOHMPOBaHUA ee MnoAcUcTeM. 3HaHue anropuTMoB
paboTbl CUCTEeMbl 3alUTbl He [OOMKHO [aBaTb BO3MOXHOCTM ee MnpeojoreHus (Oaxe
aBTopam). OgHaKko, 3TO He 03HaYaeT, YTo MHAOPMAaLIUA O KOHKPETHOW cucTeMe 3alluThbl

AormkHa 6bITb 06LWweaocTynHa.

5.12 NpocToTa NnpMMeHeHNs CpeacTB 3alnUTbI

MexaHu3mbl  3aWmTbl  OO/MKHbI  OblTb  MHTYMTUBHO MOHATHbI M MNPOCTbl B
ncnonb3oBaHun. NpumMeHeHne cpeacTB 3awmTbl HE OOSMKHO ObiTb CBSI3@aHO CO 3HAHMEM
cneumnanbHbIX $A3bIKOB WM C BbIMNOSIHEHWEM LEUCTBUN, Tpebylowmx 3Ha4yuMTenbHbIX
AOMNOSHUTENbHLIX  Tpygos3atpar npu  ob6blMHOM  paboTe  3aperncTpupoBaHHbIX
YCT@HOBIEHHbIM MOPSIAKOM Mofb3oBaTenen, a Takke He [JOMKHO TpeboBaTb OT
nonib3oBaTensi BbIMOMIHEHNSA PYTUHHBLIX MANOMOHATHbLIX eMy onepauuin (BBOL HECKONbKUX
naponen n UMeH N 1.4.).

[omkHa pocTurateCa  aBTOMaTM3auusi MakCMMarnbHOMo  4Yucrna  OeuncTBui

nonb3oBaTenen n agmmHuctpatopos VCTH.
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5.13 HayuHasi 060CHOBaHHOCTb U TEXHMYECKasA peanu3yemMocTb

MHdopMaLMOHHbIE TEXHONOIMMN, TEXHUYECKNE N NpOrpaMMHbIe CpeacTBa, cpeacTsa
N Mepbl 3aWnTbl MHAOPMAaLMM OOMKHbI ObITb peanu3oBaHbl Ha COBPEMEHHOM YPOBHE
pPasBUTUS HAYKN U TEXHUKWN, HAy4YHO OBOCHOBAHbI C TOYKM 3PEHUSA AOCTUXKEHUSA 3a4aHHOro
ypoBHA 6e3onacHOCTM MHOpMaUMM U LOMMKHbI COOTBETCTBOBaTb YCTAHOBIEHHbLIM
HopmaMm u TpeboBaHmam no 6esonacHocTu MNOH.

C3lAH pormkHa OblTb OpPUMEHTMPOBAHA Ha peELUeHUsl, BO3MOXHbIE PUCKM AOns
KOTOPbIX U Mepbl MPOTUBOAENCTBUS 3TUM PUCKaM NPOLLSIM BCECTOPOHHIOK TEOPETUYECKYH

N NMPaKTU4ECKYy0 NPOBEPKY.

5.14 Cneunanusaumsa u npodeccMoHannsm
MpeanonaraeT npuBrieyYeHne K pa3paboTke CPeACTB M peanusauum Mep 3aluThbl
NHOPMaLMN  CreunanmM3npoBaHHbIX  opraHusauuii, Haubonee MOArOTOBMEHHbIX K
KOHKPETHOMY BUAY AeATenbHOCTU No obecneveHuto 6esonacHocTy MOH, UMEoLLMX OnbIT
npakTU4ecko paboTbl U rOCYAAPCTBEHHYIO NMULEH3NIO Ha NpaBO OKa3aHWA YCryr B 9TOW
obnactn. Peanusauua aaMUHUCTPATUBHLIX Mep W JKchnyatauuss CPeacTB 3alluThl
[OMKHA  OCYLLECTBMATLCA  NpPodeccUoHanbHO  MOATOTOBMEHHBbIMU  chieuuanucTamMm

YupexgeHust.

5.15 O6asaTenbHOCTL KOHTpPONA

MpeanonaraeT 06sA3aTeNbHOCTb U CBOEBPEMEHHOCTb BbISIBNIEHUSA U NpeceYeHus]
MOMbITOK HapyLUeHUs YCTaHOBMNEHHbIX npaBun obecnedyeHns 6esonacHocT MOH Ha
OCHOBE  UCMONb3yeMblX CUCTEM W  CPeACTB  3aWwuTbl  MHopmauuu  npu
COBEpPLUEHCTBOBAHUN KpUTEPUEB M METOAO0B OLEHKU 3PDEKTUBHOCTU ITUX CUCTEM U
CpeqacTs.

KoHTponb 3a AeATenbHOCTbLIO NM60ro nonb3oBaTtens, Kaxaoro CpeacTsa 3alluThbl 1
B OTHOLLIEHMW NMOGOro 06bEKTA 3aLUUTLI AOMKEH OCYLLIECTBMATLCA HA OCHOBE MPUMEHEHNS
CPEACTB OMNepaTMBHOIO KOHTPOMS W peructpauuMm U [OSPKeH OxBaTbiBaTb Kak

HeCaHKUMOHNpOBaHHbIE, TaK N CAHKUMOHNPOBaAHHbIE AEenNCTBUA nonb3oBaTenen.
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6 Mepbl, MeToabl U cpeacTBa obecneyeHUs TpeGyeMoro ypoBHs 3alUMLLEHHOCTH
ObecneyeHne TpebyeMoro ypoBHS 3alUMLLEHHOCTM AOJMKHOCTM AOCTUraTbCsl C
ncrnonb3oBaHMEM Mep, MeTodoB M cpedctB GesonacHoctu. Bce mepbl obecneyeHust

©e3onacHoctn NCTH nogpasnensatoTcs Ha:

3akoHogaTenbHble (NpaBoBbIe);

MOpParibHO-3TUYECKUNE;

opraHn3aunoHHbIE (aﬂMVIHI/ICTpaTI/IBHbIe);

dm3nyeckme;

TexHu4eckue (annapaTHble U NPOrpaMMHbIE).
lMepeyeHb BbIOpaHHbIX Mep obecneyeHna 6esonacHOCTM oTpaxaeTtcs B [lnaHe

MGpOI'IpVISITMVI no obecneyvyeHunio 3aLLnThbI nepcoHarnbHbIX OaHHbIX.

6.1 3akoHopaTenbHble (NPaBOBbLIE) MepPbl 3aLMUThbI

K npaBoBbIM MepaM 3alLnTbl OTHOCATCHA OENCTBYIOLWME B CTPAHE 3aKOHbI, yKasbl U
HOpPMaTMBHbIE aKTbl, pernamMeHTupylowmre npasuna obpaiweHna ¢ MNOH, 3akpenngawowme
npaBa WM 064A3aHHOCTM YYaCTHWMKOB WHGOPMALMOHHBLIX OTHOLUEHMA B Mpouecce ee
00paboTkm M MCNOMb30BaHUS, a Takke YyCTaHaBnMBalLlnMe OTBETCTBEHHOCTbL 3a
HapyLleHna 3TUX NpaBusl, NPEnATCTBYs TEM CaMblM HeNpaBOMEPHOMY MCMONb30BaHMUIO
MOH n anaowmeca caepxmsaroLMm akTopoM 4515 NOoTEeHUManbHbIX HApYLUNTESEN.

[MpaBoBLIE Mepbl 3aLMTbl HOCAT B OCHOBHOM YynpexgaloLwmnmn, npounaktmyeckmm
Xapaktep n TpebylT MNOCTOSAHHOW pasbACHUTENbHOM pPaboTbl C Nonb3oBaTENSIMU U

ob6CnyXnBaroLLMM NEPCOHANIoM CUCTEMBI.

6.2 MopanbHO-3TU4YeCcK1e Mepbl 3aWmThbl

K MopanbHO-3TU4ECKMM MepaM OTHOCATCA HOPMbl MOBEAEHWs, KOTOpble
TPaAOULMOHHO CROXMUITMCb UMW CKIagbIBalOTCA No Mepe pacnpocTtpaHeHns OBM B cTpaHe
unm obwectBe. AT HOpMbl BOnblIEN 4YacTblo He ABNATCA 06dA3aTenbHbIMKM, Kak
3aKOHOAATENbHO YTBEPXOEHHbIE HOPMATUBHbIE aKTbl, O4HAKO, UX HecobnaeHne Benet
OObIYHO K MafeHuo aBTOpUTETA, MpecTwka 4YeroBeka, rpynnbl NUL, UM OpraHu3auun.
MoparnbHo-3aTu4yeckne HopMbl ObiBalOT Kak HenucaHble (Hanpumep, oOLienpu3HaHHbIE
HOPMbl 4€CTHOCTW, MaTpuoTM3mMa W T.M.), TaKk U NUCaHble, TO €CTb O(OPMIIEHHbIE B
HEeKOTOpbLIN cBOA (YCTaB) NpaBui Ui NpeanucaHnii.

MopanbHO-3TUYeCcKne Mepbl 3alMTbl ABASIOTCA NpodunakTuyeckumm n tpebytoT

NOCTOSAHHOW pa6OTbl no co3gaHnio 300pOBOro MoOparibHOro Kriummata B KOJ1EKTUBaX
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no,u,pas,u,eneHMVl. Mopaano-aTquCKme Mepbl 3allnTbI CHWXakoT BEPOATHOCTb

BO3HUKHOBEHUSI HEFATUBHbLIX AENCTBUIM CBA3AHHbIX C YEeN0BEYECKUM CbaKTOpOM.

6.3 OpraHnsaumMoHHble (AAMUHUCTPATUBHbIE) Mepbl 3alWUTbI

OpraHunsauuoHHble  (agMUHUCTPATUBHbLIE) Mepbl  3aWwuTbl - 9TO  Mepbl
OpraHM3auUmMoOHHOIO XapakTepa, perfamMeHTUpylLWme npoueccbl YHKUMOHMPOBAHMS
NCIMAH, ucnonsb3oaHune pecypco VCTTOH, AesaTtensHOCTb 0bcnyXusatoLero nepcoHana,
a Takke nopsigok B3anmmogencTsust nonb3osatenen ¢ WCIMOH Takmm obpasom, 4yTobbl B
HanbonbLen cTeneHun 3aTpyaHUTb WKW UCKMIOYUTbL BO3MOXHOCTb peanu3aumm yrpos
©e30MacHOCTM NN CHN3UTbL pa3Mep NOTepb B Crydae Ux peanusaumun.

[maBHaa uenb agMUHUCTPATUBHLIX Mep, nNpeanpMHUMaeMbliX Ha BbICLUEM
ynpaBfieH4eCKOM ypoBHe — cdpopmupoBaTth MoNnTUKY MHGOpMaUMOHHON 6e30nacHOCTH
MOH (oTpaxarowyo nogxoabl K 3awmte mHdopmaumm) n obecnedntb ee BbINOSTHEHME,
Bblaensisi Heobxoanmble pecypcbl M KOHTPONUPYS COCTOSAHWE Oen.

Peanusauus MNonntukn nHgopmaumoHHon 6esonacHoctu MNAOH B NCIMOH cocTtoat
U3 Mep agMMHUCTPATMBHOIO YPOBHS WM OpraHM3auMoHHbIX (MpouenypHbIX) Mep 3alumThbl
UHopMaLuK.

K agmuHuctpaTuBHOMY YPOBHHIO OTHOCATCA pelueHmnsa PYKOBOLCTBA,
3atparmBawowme geatenbHoctbe UCIMOH B uenom. OTU pelleHust 3akpennswTcs B

MonuTtuke nHgopmaymoHHom 6e3onacHoCTU. NpuUMepoM Takmx peLLleHnin MoryT BbiTb:

- MPUHATME PeLLEeHNs 0 (POPMUPOBAHNN UM NEPECMOTPE KOMMIEKCHOM NPOorpaMmbi

obecneveHuns 6e3onacHocTu MNOH, onpeaeneHne OTBETCTBEHHbIX 3a ee peanu3aLuio;

- opmynupoBaHue Lenen, nocTaHoOBKa 3ajad, onpejerieHne HanpasreHumn

peartenbHocTu B obnactn 6e3onacHocTty MNAH;

- NPUHATME peLUeHnn No BOMpoOcaM peanu3aumuM nporpaMmMbl  6e3onacHocTH,

KOTOpble paccMaTpMBatOTCA Ha YPOBHE YUpexaeHusl B LeNoMm;

- obecneyveHne HopmaTMBHOM (NpaBoBoW) 6a3bl BONpocoB 6€30nacHOCTM U T.0.

MonuTuka BEPXHEro YPOBHSA [AOSMKHA YEeTKO 04YepTUTb cdepy BUSHUA U
orpaHunyeHnss npu onpegeneHun uenen 6esonacHoctn [1[H, onpegenqTb Kaknmu
pecypcamu (mMaTepuanbHble, NepcoHan) oHM OyayT OOCTUrHYTbl M HaWTU pPasyMHbIN
KOMNPOMWUCC MexXay npueMneMbIM YPOBHEM 6€30MacHOCTM U (PYHKLMOHANBbHOCTLIO
NCnaH.

Ha opraHusauMoOHHOM ypOBHe onpefensTca npouenypbl U npasuna OCTUXKEHUS
uenen u pewweHus 3agad Nonutukn nHgopmaumoHHon 6esonacHocTu MOH. 3Tn npasuna

onpenensioT:
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- KakoBa obnacTtb NnPUMEHEHNA NOJTUTUKA Ges3onacHocTu Mam;

- KaKOBbl pofit ”n 0043aHHOCTN OOIMKHOCTHBIX N, OTBevarlwme 3a npoeegeHmne

nonutukn 6esonacHoctu MNMAH, a Tak e Ux yCTaHOBUTb OTBETCTBEHHOCTb;
- KTO umeeT npasa goctyna K MNAH;
- Kakumn mepamu un cpeactesamm obecneumsaeTtcs 3awmta MNOH;

- KakKunMn Mepamm un cpeacrtrsamum obecneuynBaeTca KOHTPOJIb 3a cobnogeHnem

BBEOEHHOIo pexunma B6e3onacHocTu.

OpraHusaumoHHbIE MEPbI AOSTKHbI:

- npegycMmatpmBaTb perfnameHT WHPOPMALNOHHBLIX OTHOLUEHUW, WCKYaoLWmMX
BO3MOXXHOCTb HECAHKLMOHMPOBAHHbLIX AEWCTBUN B OTHOLLIEHNN OOBEKTOB 3aLUMUThI;

- onpegdendaTb  KOasrIMUMOHHbLIE W MepapxXuyeckue nNpuHUMNbl U MeTonbl
pasrpaHuyeHus goctyna K MNaH;

- onpegenaTtb nopsaok paboTkl ¢ NPOrpaMMHO-MaTEMATUYECKUMN N TEXHUYECKUMMU

(annapaTHble) cpeacreamMu 3allinTbl U KPUNTO3aLWNUTbI U APYTMX 3alUTHbIX MEXaHU3MOB,

- opraHu3oBaTtb Mepbl npotmBogencteuss HCJ nonb3oBatensamm Ha aTanax
ayTeHTUduKaumm, asTopu3aumn, uaeHTUdUuKaumm, obecnevymBaroWnX  rapaHTum

peanusaumm npae U OTBETCTBEHHOCTU CyObEKTOB MHPOPMaLMOHHBLIX O THOLLIEHWNA.

B opraHnsaunoHHble Mepbl 4OMKHbI COCTOATb U3:

- pernameHTa goctyna B nomelueHunsa VCIOH;

- NOpAOOK  Aonycka COTPYOHMKOB K ucnonb3oBaHuto  pecypcos  WCTIOH
YupexaeHus;

- pernameHTa npoueccoB BeaeHna 6a3 JaHHbIX M OCYLLEeCTBEeHUs MoaudurKaunm
MH(OPMaLMOHHbIX PECYPCOB;

- pernameHTa npoueccoB o0bCnyXMBaHUs W OCYLLECTBIeHUs Moandumkaumm

annapaTHbIX 1 nporpaMmmHbix pecypcoB NCTIOH;

- MHcTpykumn nonb3oBatenen CIMOH (agmuHncTtpaTtopa VNCIOH, agMnHucTpatopa

6e3onacHocTtn, onepatopa NCIOR);

- MHCTPYKUUA NoJib3oBaTenAa npn BO3HNMKHOBEHNN BHELUTATHBLIX CMTyaLLVIVI.

6.4 ®nsnyeckne Mepbl 3aLMUTbI
®dusnyeckme Mepbl 3alMUTbl  OCHOBaHbl Ha NPUMMEHEHWM pasHoro poaa

MEXaHUYeCKUX, 3NEKTPO- WNN 3NEKTPOHHO-MEXaHUYECKUX YCTPOMCTB U COOPYXKEHW,
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cneumanbHO nNpeaHasHayYeHHbIX ANns co3gaHust usnyecknx NpenaTcTBUN Ha BO3MOXKHbIX
NyTSX MPOHUKHOBEHUSA U JOCTYMa NOTEHUMarbHbIX HapyLlwmnTenem K KOMNOHEHTaM CUCTEMBI
N 3amaemMon MHpopmauumn, a TaKkke TEXHUYECKUX CPeACTB BM3yaribHOro HabnaeHus,
CBA31 M OXPaHHOW CUrHanNn3auuu.

dunsnyeckaa sawmrta 3gaHnn, noMeweHnn, o0 bEKTOB N cpeacTB MHGOpMaTU3aLnm
AOJDKHA OCYLLEeCTBMIATLCA NyTEM YCTaHOBMEHUA COOTBETCTBYHOLLUMX MOCTOB OXpaHbl, C
NMOMOLLBbKD TEXHUYECKMX CpeacTB oOxpaHbl unn  nodbiMu  gpyrmumm  cnocobamu,
npefoTBpaLLalWNMM UKW CYLLECTBEHHO 3aTPYyAHAWUMM NPOHUKHOBEHWE B 34aHue,
noMeLeHnsa NOCTOPOHHUX NNL, XULLEHNE UHAOPMAaLMNOHHBIX HOCUTENEN, CaMUX CPeacTB
MHOpMaTU3aL M1, UCKNIYaKLWMMN HaxXoXaeHne BHYTPU KOHTPONMpyeMOon (OXpaHAEMOM)

30Hbl TEXHNYECKUX CPEeOCTB pa3BeKu.

6.5 AnnapaTHo-nporpamMmHble cpeacTBa 3awmThl MOH

TexHnyeckne (annapaTHO-MpOrpaMMHbie)  Mepbl  3aWMTbl  OCHOBaHbl  Ha
NCMONb30BaHUN  PA3fIMYHbIX 3NEKTPOHHbLIX YCTPOMUCTB W  CneuuanbHbiX Mporpamm,
Bxoaswmx B coctaB VCIMOH v BbINOMAHAKOWMX (CaMOCTOATENBHO UM B KOMMMEKCE C
apyrmmmn - cpeactesamn) - (pyHKUMM - 3alumMTbl  (MOAEHTUUKAUMIO U ayTeHTUdUuKaumo
nonb3oBaTenen, pasrpaHuyeHve [OOoCTyna K pecypcam, perucTpauuio  cobbituni,
Kpuntorpadguyeckoe 3akpbiTue nHpopmaumm n 1.4.).

C yyetom Bcex TpeboBaHwi M NpuHUMNOB obecnedeHus GesonacHoctu MOH B
NCIMOH no BCceM HanpaBrieHMsIM 3aluTbl B COCTaB CUCTEMbI 3aLMTbl OOSKHbI ObITb

BKIMIOYEHbI CrieayoLme cpeacrtsaa:

- cpeacTBa MaeHTMdUKaUUKM (orno3HaBaHWs) U ayTeHTUdUKaumm (NoaTBepXKaeHUS
nognnHHocTtn) nons3oBatenen NCIMOH;

- cpeacTBa  pasrpaHudeHuMs OoCTyna  3apermcTpupoBaHHbIX — MOfb3oBaTenien
cuctemsbl k pecypcam VCTOH YyupexaeHus;

- cpeactBa  obecneveHMss WM KOHTPONSA  LENOCTHOCTU  NPOrpamMMHbIX WY
MHOPMaLMOHHbBIX PECYPCOB;

- cpeacTBa onepaTMBHOIO KOHTPONS U permctpaumm cobbiTuin 6esonacHocTy;

- KpunTtorpadguyeckue cpeacrtaa 3awmTbl MNH.

YcnewHoe npuMeHeHne TeXHUYECKUX CPeacTB 3alinTbl HA OCHOBAHUWU NPUHLMMNOB
(pasgen 5) npegnonaraeT, 4TO BbIMOSHEHWE MEPEYUCNEHHbLIX HWkKe TpeboBaHUN
obGecneyeHO oOpraHM3aunoHHbIMU (aAMUHUCTPATUBHBIMW) MepaMuM WU UCMOSb3yeMbIMU
hun3nveckMmn cpeacTesaMm 3aLLmThbI:

- obecneveHa umsnyeckasa LENOCTHOCTbL BCEX KOMMNOHEHT NCIOH;
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- Kaxabli coTpyaHuk (nonsb3osatens VMCIOH) unu rpynna nonb3oBartenen wumeeT
YHUKanbHOE CUCTEMHOE MMSi U MUHUMAaNbHO HeobxoauMble OMS BbINOSTHEHMS UM CBOWUX
PyHKUMOHanNbHbIX 0693aHHOCTEN MOTHOMOYMS MO AOCTYNY K pecypcaM CUCTEMBI;

- B ICMNOH YupexgeHns paspaboTka m oTnagka nporpaMmMm OCyLLEeCTBNSAeTCH 3a
npegenamu NCI1OH, Ha ncnbiTaTenbHbIX CTEHOAX;

- BCE U3MEHEHUNA KOHUrypauum TexHUYecknx n nporpammHblix cpegcts UCIOH
NPOU3BOAATCA CTPOro YCTaHOBSIEHHbIM NOPSAKOM (PErMcCTPUPYHOTCA N KOHTPOMUPYHOTCH)
TONbKO Ha OCHOBaHUM PacrnopsiKeHU PYKOBOACTBA YupexaeHus;

- ceTeBoe obopyaoBaHMe (KOHUEHTPaTopbl, KOMMYyTaToOpbl, MapLlpyTu3aTopbl U
T.N.) pacnonaraeTcsa B MeCTax, HeOOCTYyMHbIX A MNOCTOPOHHUX (cneumarnbHbIX
nomMeLLeHnax, wkadax, u T.n.).

- cneumanucTamm YYpexaeHusa OCYLLEeCTBISeTCS HenpepbiBHOE YrpaBfeHne U

AAMUHUCTPAaTUBHAA NnogaepxkKa C*)yHKLI,I/IOHI/IpOBaHI/IH cpeacTB 3alnThl.
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7 KoHTponb 3acppeKTMBHOCTU cucTeMbl 3awmTbl UCIMOH YupexaeHus

KoHTponb adppektneHocTn C3MOH OOMmMKEH OCyLeCcTBNAeTCs Ha Nepuoanyeckon
OCHoBe. Llenbto KOHTpons 9M@EKTUBHOCTN HABMSETCSA CBOEBPEMEHHOE BbISIBIIEHNE
HeHaanexawmx pexumoB pabotbl C3MOH (oTkMYeHWe cpencTB 3aluuTbl, HapylleHune
PEXMMOB 3alUNTbl, HECAHKLMOHUPOBAHHOE M3MEHEeHMEe pexuma 3awuTtbl U T.M.), a Tak
NPOrHO3MpoOBaHMeE U NPEBEHTMBHOE pearnpoBaHue Ha HoBble Yrpo3bl 6e3onacHocTu MNOH.

KoHTponb MOXeT npoBOAUTLCA Kak agMuHucTpatopamm ©esonacHoctn WCIOH
(onepaTuBHbIN KOHTPOSIb B npouecce HopmMaunoHHoro B3ammogenctausa B UCINOH), Tak
N npuBnekaembiMM AN 9TOM LUEeNnu KOMMETEHTHbIMM OpraHu3aumamMm, UMELNUMn
NUUEH3NI0 Ha 3TOoT BUA AedatenbHocTn, a Takke PCTIK Poccum n ©®Cb Poccumn B
npegenax ux KOMneTeHunu.

KOHTpONb MOXeT OCyLeCTBNATLCA aAMUHUCTpPATOpOM 6e30MacHOCTM Kak C
NMOMOLLbIO LWITATHbIX CPeacTB cuctembl 3awmTtbl [OH, Tak 1 C NOMOLLbI cneumanbHbIX
NPOrpamMMHbIX CPEACTB KOHTPOSS.

OueHka addekTBHOCTM Mep 3awmTbl NOH npoBoAUTCA C UCMONb3OBaHMEM
TEXHUYECKMX W MNPOrpaMMHbIX CPeaCTB KOHTPOSMs Ha npeaMeT COOTBETCTBUS

YCTaHOBJ1IEHHbIM Tpe6OBaHVIFIM.
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8 Cdhepbl oTBeTCTBEHHOCTM 3a 6e3onacHocTb MOH

OTBeTCTBEHHBIM 3a pa3paboTKy Mep 1 KOHTPOsb Haa obecneyeHnem 6e3onacHoOCTM
nepcoHanbHbIX AdaHHbIX SABNSETCH pykoBoauTenb YupexaeHus. PykoBoauTenb MOXeT
gernerMpoBatb 4acTb MNOSIHOMOYMA no obecnedyeHuto 6e30nacHOCTU MepCOHanbHbIX
AaHHbIX.

Cdhepa OTBETCTBEHHOCTM PYKOBOAMTENSA BKMOYaeT criedylume HanpaBneHus
obecneyveHuns 6esonacHocTu MNOH:

- MnaHunpoBaHne 1 peanusauyust mep no odbecneyeHnto 6esonacHocTn MNOH;

- AHanu3 yrpo3 6e3onacHocTu MNOH;

- PaspaboTtky, BHegpeHue, KOHTPOSb UCMOSIHEHNSA U NoagepXaHne B akTyarnbHOM
COCTOSIHMM MONMUTUK, PYKOBOACTB, KOHUENUWA, npoueayp, PerfiaMeHToB, WHCTPYKUUKA Wn
APYrMx opraHM3aumoHHbIX JOKYMEHTOB Mo obecneyeHunto 6e3onacHoCTy;

- KoHTponb 3awuueHHocTn UT nHdppactpyktypbl KomnaHum ot yrpos Ub nytem;

- OBy4yeHne n nHgopmuposaHme nonb3oBatenen WCIOH, o nopsagke paboTbl C

MOH v cpegcTBamu 3awWmThl;

- MNpepoTBpalleHne, BbISIBIEHNE, pearMpoBaHWe U paccrnefoBaHWe HapyLleHWN

©esonacHocTu MOH.

Mpn B3aMMOOENCTBMM CO CTOPOHHUMW OpraHM3auMsMuM B Crnyyasix, Koraa
COTpYAHUKaM 3TMX OpraHM3auui NpeaocTaBnsieTcss AOCTyn K o0bekTam 3awmTthbl (pasgen
3), C 3TuMM opraHusauusamMm JOfmkHO  ObiTb  3aknouveHo  «CornaweHne o
KOHunaeHumanbsHoctTn», Nnbo «CornaweHue o cobnogeHnn pexunma 6esonacHocTtu MNMOH
npu BbinonHeHun pabot B NCIMOH». MNMoaroToBka TUNOBbLIX BapMaHTOB 3TUX COrfalleHun
ocyllecTBnsetca coBMecTHo ¢ OTgenom KagpoBOro UM HOPMaTUBHO-MPaBOBOMO

obecneyeHus .
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9 Mopenb HapyuwuTtens 6e3onacHocTH

Mog Hapywwmtenem B YypexaeHuu MOHMMaeTcs Nuuo, KOTOpoe B pesyrnbTaTte
YMBbILUAEHHbIX UMW HEYMbILWMEHHbIX AENCTBUA MOXET HaHecTun yuepd obbektam 3amThbl
(pasgen 3).

HapywuTtenun nogpasgenstoTca no npusHaky npuHagnexHoctn k WCIOH. Bce
HapyLmTenu endaTcsa Ha ABe rpynnbl:

e BHEWHMe Hapywutenn — uU3nYeckMe nuvua, He uMmewue npasa
npebbiBaHUS Ha TEPPUTOPUM KOHTPONMPYEMOW 30HbI, B Npeaenax KoTopou
pa3smellaetca obopynosaHne UCTOH;

e BHYTPEHHME Hapywmtenu — duanMyeckme nuua, WUMerwme npasBo
npebbiBaHUA Ha TEPPUTOPUU KOHTPOSMPYEMOW 30HbLI, B npeaeriax KoTopomn
pa3meLlaetca obopyaosaHne ACTOH.

Knaccudvkauma Hapywutenen npeactaesneHa B Mogenu yrpo3 6esonacHOCTU

nepcoHanbHbIX AaHHbIX Kaxgon CIOH.
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10 Mogenb yrpo3 6e3onacHocTu
Ona UCMNOH YypexaeHns BbIAENATCS criedyrolime OCHOBHbIE KaTeropuu yrpos
6e30nacHOCTM NepPCoHarnbHbIX aHHbIX:
1) Yrposbl OT YTeUKM MO TEXHUYECKUM KaHanam.
2) Yrpo3bl HeCaHKLMOHMPOBAHHOMO AOCTYMa K MHGopMaLnK;

- Yrpo3bl YHUYTOXEHUS, XuweHust annapaTtHbix cpeacts VCTTOH Hocutenen
MHgopMauum nytem msmyeckoro goctyna kK anemeHtam ACIOH.

- Yrpo3bl  XulleHus, HEeCaHKUMOHUPOBAHHON  Moaudoukaumm nnu
OnoknpoBaHus MHGOPMaLUUM 3a CYET HeCaHKUMoHupoBaHHoro goctyna (HC[) c
NPUMEHEHNEeM NporpaMMHo-annapaTHbIX U NPOrpaMMHbIX CpeacTB (B TOM 4uchne
NporpaMMHO-MaTemMaTUYeCKUX BO3OENCTBUN).

- Yrpo3bl He npefHaMepeHHbIX OEeNCTBUW norb3oBaTenen M HapyLleHUn
©e3onacHoctTn pyHKkumoHmposanus NCIOH n C3MOH B ee coctaBe u3-3a cboes B
nporpaMmHOM obecneyeHun, a Takke OT Yrpo3 HeaHTponoreHHoro (cboes
annapaTtypbl K3-3a HEHaOEeXHOCTU 3feMEHTOB, COOEeB aANeKTponuTaHus) U
CTUXUNHOrO (YAapOB MOSHUI, NOXapoB, HABOAHEHUN U T.M.) Xapakrepa.

- Yrpo3bl npegHaMepeHHbIX 4ENCTBUA BHYTPEHHUX HapyLUNTEneun.

- yl'p03bl HECaHKUMOHNPOBAHHOIO AOCTYMa No KaHaliamMm CBA3N.

OnncaHue yrpos, BepoSITHOCTb WX peanu3aumu, OnacHOCTb W aKTyarnbHOCTb

npegcraeneHsl B Mogenu yrpo3 6e3onacHoOCT nepcoHarnbHbIX AaHHbIX kaxgon NCT1OH.
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11 MexaHn3m peanusaumu KoHuenuum
Peanusauma KoHuenuuu OorkHa OCYLIECTBMATLCA Ha OCHOBE MNEPCMNEKTUBHbIX

nporpamMmm 1 ninaHoB, KOTOpPble COCTaBMAKTCA HA OCHOBaHNN N BO UCMOJTHEHWNE!

- (pegepanbHbiX  3akOHOB B obnactm  obecrneyeHuss  MHGOPMALVOHHOM

©e3onacHOCTU 1 3aLnTbl MHopMauuy;
- noctaHoBneHun MNpaButenoctea Poccurickon Pegepauyunm;

- pyKkoBOoOALLMX, opraHn3aunMoHHO-pacnopAaanTesibHbIX n MeTOANYECKUX

AokymeHToB PCTIK Poccuu;

- notpebHocTten NCIOH B cpeactBax obecrneyeHns 6e30nacHOCT! MHpopMauuu.
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12 Oxupaemsbi acpdekT oT peanusauumn KoHuenuum

Peanusauunsa KoHuenuumn 6e3onacHoctu MNAH B UCIMOH no3BonuT:

- OUEeHUTb cocTosiHMe BesonacHocTn uMHdopmaumm UCTOH, BbIABUTb WUCTOYHMKK
BHYTPEHHUX W  BHEWHUX Yrpo3 WHGOpMauuoHHOM 6GesonacHoCTU, onpeaenuTb
NPUOPUTETHbIE HanpaBneHus MnpedoTBpaLLEHNS, OTPaXeHUs M HenTpanumsauum 3Tux
yrpos;

- paspaboTtatb pacnopsguTenbHble U HOPMAaTMBHO-METOOMYECKUEe [OOKYMEHTbI
npumenunTensHo kK UCIMAOH;

- NpoBecTu knaccudukaumo n ceptudpmkauuo NCIOm;

- MPOBECTM  OPraHU3auUUOHHO-PEXMMHbIE U  TEeXHUYEeCKMe MeponpuaTua o
obecneyenunto 6esonacHocTun MNAH B MCTOH;
- obecneunTb HeOBXo4MMbIN YPpOBEHb BE30MacHOCTM OOBHEKTOB 3aLLUTHI.
OcyuwiecTBneHme atux mMeponpusatTuin obecnednT cosgaHue eauHOMW, LIESTOCTHOMN U
CKOOPAWHMPOBAHHOM cucTeMbl WHGOpMauuoHHon 6esonacHoctn WMCIOH wn cospact

ycrnosu4a ansa ee AanbHenLWwero coBepLUEHCTBOBAHMUS.
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13 Cnncok ncnonb3oBaHHbIX UICTOYHMKOB

OCHOBHbIMM  HOPMAaTMBHO-MPABOBbIMMA WU METOANYECKMMU [OKYMEHTaMu, Ha
KoTopbix 6asnpyeTcsa HacTosiwee [NonoxeHne ABNATCA:

1 ®epepanbHbin 3akoH oT 27.07.2006 r. Ne 152-d3 «O nepcoHanbHbIX OaHHbIX»
(oanee — ®3 «O nepcoHarnbHbIX OaHHbLIXY»), YCTAHaBMBAKOLMA OCHOBHbIE MPUHLMMbI U
ycnosua obpabotku [MOH, npaBa, 0683aHHOCTM W OTBETCTBEHHOCTb YYaCTHWUKOB
OTHOLLEHWI, CBA3aHHbIX ¢ obpaboTkon MNAH.

2 «NonoxeHne o6 obecneyeHMn Oe30NaACHOCTU MEPCOHAsbHbLIX AAHHbLIX MPU KX
obpaboTke B MHGOPMALMOHHBIX CUCTEMax MEepPCOHanbHbIX OaHHbIX», YTBEpXOeHHOe
MoctaHoBneHuem lMNpasutensctea PO o1 17.11.2007 r. Ne 781.

3 «[lNopsgok nposegeHus Knaccudpukaumm NHAPOPMALIMOHHbIX cuctem
nepcoHanbHbIX JaHHbIX», YTBEPXAEHHbIN cOBMeCTHbIM [Npukazom ®CTIK Poccun Ne 55,
®CB Poccun Ne 86 n MuHnHdpopmessasm PO Ne 20 ot 13.02.2008 r.

4 «NonoxeHne 06  ocobGeHHOCTAX  00paboTkKm  nepcoHanbHbIX  AAHHbIX,
ocyllectBnsemon 6e3 uMCNoOnNb3oBaHWS CPEACTB aBTOMaTU3aUUWY, YTBEPXAEHHOEe
MoctaHoBneHuem lMNpasutensctea PO ot 15.09.2008 r. Ne 687.

5 «TpeboBaHuss K MaTepuanbHbIM HOCUTENAM OUOMETPUYECKNX MepCoHanbHbIX
OAHHBIX W TEXHOMOMMSAM XPaHEHWA TakuX AaHHbIX BHE WH(OPMAUUOHHbBIX CUCTEM
nepcoHanbHbIX [OaHHbIX», yTBepXaeHHble [locTaHoBneHvem [lpaButensctea PO ot
06.07.2008 r. Ne 512.

6 HopmaTtunBHO-MeTOOUYECKME OOKYMEHTBbI depnepanbHom CNyx0bl no
TEXHUYECKOMY M IKCMEepTHOMY KoHTpornto Poccunckon depepaumm (ganee - ®CTIK
Poccun) no obecneveHno 6esonacHoctu NAH npm nx obpabotke B UCIMOH:

7 PekomeHpauun no obecneveHmto 6e30nMacHOCTU NepcoHarnbHbIX AAHHbBIX NPU UX
o6paboTke B MHPOPMALMOHHBIX CUCTEMAaXx MepCcoHasbHbIX AaHHbIX, YTB. 3aM. AMpekTopa
®CTIK Poccum 15.02.08 r. (4CIN)

8 OCHOBHblE MeponpuUATUA NO OpraHM3auMnm W TexHu4YeckoMy obecneyeHuio
6e3onacHOCTM NepcoHarbHbIX AaHHbIX, 0bpabaTbiBaeMbIX B MIHPOPMAaLMOHHBLIX CUCTEMAaX
nepcoHarnbHbIX AaHHbIX, yTB. 3aMm. anpektopa PCTIK Poccum 15.02.08 r. (ACIT)

9 basoBasi mogenb yrpo3 6e30nacHOCTM NepCoHanbHbIX AaHHbIX NpU nx obpaboTke
B MHAOPMALMOHHBLIX CUCTEMAX MEepPCOHanbHbIX AaHHbIX, YTB. 3am. gupektopa ®CTIK
Poccun 15.02.08 r. (OCIT)

10 MeToguka onpegeneHvs akTyanbHbIX Yrpo3 6e30MacHOCTU NepCcoHarnbHbIX
AaHHbIX Npn Mx ob6paboTke B MH(POPMALMOHHBIX CUCTEMAX NEepPCOHarbHbIX AaHHbIX, YTB.
3am. gupektopa ®CTIK Poccun 15.02.08 r. (4CIT)
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